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Abstract Home Care is one of the main objectives of Ambient Intelligence. Nowa-
days, the disabled and elderly population, which represents a significant part of our
society, requires novel solutions for providing home care in an effective way. In
this chapter we present HoCaMA, a hybrid multiagent architecture that facilitates
remote monitoring and care services for disabled patients at their homes. HoCaMA
combines multiagent systems and Web services to facilitate the communication and
integration with multiple health care systems. In addition, HoCaMA focuses on the
design of reactive agents capable of interact with different sensors present in the
environment and incorporates a system of alerts through SMS and MMS mobile
technologies. Finally, it uses RFID and JavaCard technologies to provide advanced
location and identification systems as well as automatic access control facilities.
HoCaMA has been implemented in a real environment and the results obtained are
presented within this chapter.
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1 Introduction

Nowadays, there is a considerable growth in the development of automation tech-
nologies as well as intelligent environments as demonstrates the relevance acquired
by the Ambient Intelligence (AmI) [1], [9]. One of the main objectives of AmI is to
look after the user’s well-being and obtain friendly, rational, productive, sustainable
and secure relationship for users within their environments. Several architectures
based on multiagent systems have emerged thanks to their appropriateness to be
applied in the development of intelligent spaces and the integration of devices that
are programmable via computer networks [23]. Moreover, they contribute to the
development of ubiquitous computation [15], which notably helps to resolve the
challenge of defining strategies that can allow the early detection and prevention of
problems in an automated environment.

The ubiquitous environments require the improvement of the services offered to
the users as well as the way they can be accessed. Moreover, it is necessary the adop-
tion of trends already tested and proven in technological environments. Ubiquitous
environments are focused on the user, since he is the center of the new technological
facilities and demands access to unified services. In this sense, every user interacts
in a personal way for the enjoyment of services. An ubiquitous environment is con-
stituted by devices sensitive to the presence of the user and is able to automatically
identify and recognize the user preferences. There are several benefits provided by
Ambient Intelligence services [22]: users get easier access to services that are con-
tracted, access to services is independent of the terminal which is used and use of
services is simpler, allowing a rapid assimilation by the user. In addition, users can
receive personalized services entirely, so they have quick access to what they call
their personal needs.

The high growth of the sector of the population requiring Ambient Intelligence
solutions in home care environments, as well as commitments that are being ac-
quired to meet the needs of this sector, suggest that it is necessary to modernize
the current solutions. Multiagent systems [34] and architectures based on the use of
intelligent devices, have been recently explored as monitoring systems for medical
care services [2] for the elderly and people with Alzheimer’s disease [9]. Multiagent
systems can provide continued support in the daily life of disabled people [7], pre-
dicting potentially dangerous situations and hanging over a cognitive and physical
support to the medical staff [4].

This work uses the possibilities provided by the new technologies to develop an
open multiagent architecture, which can integrate video surveillance techniques, ar-
tificial intelligence, intelligent agents, wireless and mobile technology. The use of
these technologies facilitates new functionalities that allow optimizing the manage-
ment and efficiency of services and applications, improving the quality of life of
users and facilitating the work of the care givers.

The main objective of this paper is to define a hybrid MultiAgent architecture,
HoCaMA, for the control and the supervision of open environments. HoCaMA in-
volves functionalities that allow automated identification, localization, alarms man-
agement and control of movement. The users of solutions based on HoCaMA are
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be able to gain wireless access to all the information that they need to perform
their work. A novel real time communication protocol at the core of the architec-
ture allows secure and rapid communication between the reactive agents and the
system sensors. The reactive agents, whose response time is critical, are influenced
by deliberative BDI agents, which are located inside the platform. Additionally, the
HoCaMA architecture integrates an alert system across the agents’ platform specif-
ically designed to work with mobile devices. The alert system contains different
levels of emergency, and the alert level is determined by a deliberative agent who,
depending on the alert level, emits the alarm to the appropriate agent, either a reac-
tive agent or a deliberative agent.

The paper is organized as follows: The second section presents the problem that
prompted this work. The third section presents the proposed architecture, and the
fourth section presents as the architecture applies to real case. The fifth section gives
the results and conclusions obtained after applying the proposed architecture to a
real case in an environment of dependence.

2 General Description of the Problem

The use of intelligent agents is an essential component for analyzing information
on distributed sensors [27], [33]. These agents must be capable of both independent
reasoning and joint analysis of complex situations in order to be able to achieve
a high level of interaction with humans [4]. Although multiagent systems already
exist and are capable of gathering information within a given environment in order
to provide medical care [18], there is still much work to be done.

It is necessary to continue developing systems and technology that focus on the
improvement of services in general. After the development of the internet there
has been continual progress in new wireless communication networks and mobile
devices such as mobile telephones and PDAs. This technology can help to construct
more efficient distributed systems capable of addressing new problems [10]. The
PROSAFE project [8] attempts to automatically identify the daily activities of the
monitored person. The processing of collected data is carried out on doctor’s request
with an adapted interface. The final operational objective is to detect any abnormal
behaviour such as a fall, a runaway, or an accident.

The research objective is to gather characteristic data about the nightly or daily
activities of the patient. The AILISA project [20] (Intelligent Apartments for ef-
fective longevity) is an experimental platform to evaluate remote care and assistive
technologies in gerontology. This ambitious project regroups specialists of smart
homes, networks and computing, electronics, and signal processing. The e-Vital
project [24] (cost-effective health services for interactive continuous monitoring of
vital signs parameters) is a modular and ambulatory telemedicine platform. Its ob-
jective is to increase patient’s feeling of safety concerning their health. Patients and
caregivers feed a central database with some measuring equipment. The developed
device allows staff to take measurements and data collected to be sent to the resi-
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dent doctor. This doctor can remotely diagnose whether there is a problem that needs
them to visit or that requires the resident to receive hospital treatment. By way of
a personal digital assistant (PDA), the e-Vital server connects monitoring devices
produced by several manufacturers. The server is a multiagent system where each
agent focuses on a specific task related to the medical stored data. For example,
an alert manager is specialized people in their own homes) is a multiagent frame-
work in which agents use a restricted cooperation protocol to collectively perform
classifications.

We chose a multiagent approach because these systems proved their adequacy
in many health problems. Multiagent architecture is particularly adequate if the
problem-solving implies the coordination of various specialized people (e.g., units
of a hospital must collaborate to establish patient scheduling). Then, the agents have
cooperative skills to communicate and to build together a solution. Moreover, many
medical problems are complex and often standard solutions are not easy to find. A
multiagent problem-solving is based on decomposition in sub-problems. Multiagent
technology also proved its reliability in medical information retrieval.

2.1 The Pervasive Services in Home Care

According to Mark Weiser [32] more entrenched technologies are those that disap-
pear, are intermingled in the reality of everyday life to become invisible. Weiser’s
motivation was to find a way to make easier the use of computers. Today, the main
purpose of pervasive computing is to improve the user experience when it comes to
interact with computer technology. Weiser said that pervasive systems refer to a mix-
ture of digital and physical environments that are inhabited by computer components
and communications, and integrated seamlessly with human users and their needs.
Such systems makes the technology is transparent and allows users to concentrate
on their tasks and experience. When designing pervasive services it is necessary
to offer them so that users can operate in a manner enjoyable. Pervasive systems
current can be found in environments such as automobiles, offices, public build-
ings and, of course, in our homes. The requirements that must be met such systems
cover a multitude of services [30] in areas such as multimedia, communications or
automation, so that these systems use hardware devices to provide these services.
Roy Want [31] describes as mobile devices are becoming brokers of the person and
their activities, improving their efficiency in the movement. A mobile phone is ex-
periencing almost all physical parameters that may experience a person travels at
the same speed, is exposed to the same temperature, the same sounds, pollution lev-
els and is close to the same people and equipment that its owner. Therefore through
a network of sensors can be registered at all the mobile owner experiences and act
accordingly.

The users can interact with the pervasive environment using different devices
(PDAs, laptops, PCs, mobile, etc.). Moreover, the environment can modify its be-
havior depending on the user context. As the computing and communication capa-
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bilities of the environment increases, newer service lines in mobility, either through
wired or wireless access [26]. Looking to give users the best experience possible, all
devices which are surrounded must be transformed or abstracted into a communi-
cations environment that can be accessed easily and that could be used by someone
without technological experience. This requires you to hide the terminal capabilities
complexity as well as the communications variety, therefore promoting the accep-
tance of new terminals and new services for users, without any prior training phase.
Taking into account the wide variety of communication tools available today and
the diversity of contexts in which they can be used there are innovative services that
can respond to users’ expectations [19]. These new and innovative services have to
be smart enough:

• Understanding the context linked to a person or group of persons.
• Behave accordingly, both reactively (the service detects a change of context and

adapts) as a proactive (service predicts something that user does not know yet
and intends to adapt their behavior).

• Exploiting optimally communications capabilities available to the user.
• It has to be easy to use.

To implement all these concepts, pervasive services should behave according to
the scheme described in Figure 1. Under this scheme, services are able to learn the
context of the user through a series of concepts such as location, presence, mood,
sensor networks, type of terminal access, etc. Moreover, users define a profile based
on their preferences [19]. By combining information on the context and the user
profile, obtained a series of rules that serve as input to the personalization process,
where the service is provided to user so personalized and contextualized [11].

The blocks that define the pervasive services behavior are:

• The block user context. One of the main information sources to customize ser-
vices to users comes from their environment or context. The term ”context aware-
ness” refers to the ability of services to capture information from very diverse
nature that is in the user environment. Some of the information sources that con-
stitute the user context are:

– The location. An important information data that can determine the service
behavior is the place where the user at any given moment.

– The presence / Mind state. The ability to report on our state is known as pres-
ence, even though the user himself determines which this information. This
information can be enriched with details on our mood in a pervasive services
context, which may come as determined by various sensors that analyze our
behavior and properties of the environment in which we find ourselves.

– The access terminal. Clearly, the terminal or terminals through which we ac-
cess to services largely determine the format, quantity and quality of content
they can offer.

– The sensors networks. The characteristics of our environment can be picked
up by sensors networks, which revolutionize the way to understand and man-
age complex contexts. The terminals interact with the environment to ob-
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Fig. 1 Pervasive services behaviour

tain information from him. They process and store without user participation,
which only delivered the data abstract, which leads to a better understanding
of environment and better alignment of services to the context in which they
are developing.

• The user profile block. Another information source in which a ubiquitous service
must be supported to adapt to the user is the user’s profile. This profile includes
information that facilitates the user himself, classified into categories on their
preferences and habits. Logically, the user profile information is very sensitive
and must be adequately protected, so as to ensure its confidentiality. This leads
us to the need to users identify, which may be done using microchip.

• The personalization block. Combining information from the proper context with
the profile user, you get a set of rules that allow customized services to the en-
vironment and preferences user, or even a combination of both. Some of the
actions which can be carried out during this services personalization process are
adapting graphical interfaces, the content adaptation and discovery and services
composition.
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2.2 Multiagent Architecture Art State

At present, in terms of data transmission and security, there are many problems to
solve, especially derived from the technology used in their development. However,
even with these limitations, the potential of wireless systems in combination with
agents and multiagent systems are unlimited. The multiagent systems can provide
added value to all wireless services that will be generated with the third generation
of mobile telephony, so that a user can interact with a ”personal agent” that will be
available 24 hours a day. The current technology provides the necessary basis for
the development of these systems.

Hybrid architectures try to combine deliberative and reactive aspects, by com-
bining reactive and deliberative modules. The reactive modules are in charge of
processing stimuli that do not need deliberation, whereas the deliberative modules
determine which actions to take in order to satisfy the local and cooperative aims of
the agents. The services centralization adversely affects the system functionality by
limiting their capabilities. The classical architectures are characterized by modular-
ity and structure that it is oriented system that applies.

The aim of modern architectures like Service Oriented Architecture (SOA) is
to be able to interact among different systems by distributing resources or services
without needing to consider which system they are designed for. An alternative to
the SOA architectures are the multiagent systems, which can help to distribute re-
sources and to reduce the centralization of tasks. Unfortunately the complexity of
designing multiagent architecture is great since there are not tools to either help
programme needs or develop agents.

Multiagent systems combine aspects of both classic and modern architectures.
The integration of multiagent systems with SOA and web services has been recently
investigated [3]. Some investigators focus on the communication among both mod-
els, whereas others focus on the integration of distributed services, especially web
services, in the agents’ structure [5], [21], [29]. Bonino da Silva et al. (2007) [5] pro-
pose to merge multiagent techniques with semantic web services to enable dynamic,
context-aware service composition. They focus on SOA to design a multiagent ser-
vice composition as an intelligent control layer, where agents discover services and
adapt their behaviour and capabilities according semantic service descriptions. Ricci
et al. (2007) [21] have developed a java-based framework to create SOA and Web
Services compliant applications, which are modelled as agents. Communication be-
tween agents and services is done using what they call ”artifacts” and WSDL (Web
Service Definition Language). Shafiq et al. (2006) [25] propose a gateway that al-
lows interoperability between Web Services and multiagent systems. This gateway
is an agent that integrates FIPA (Foundation for Intelligent Physical Agents) and
W3C (The World Wide Web Consortium) specifications, translating ACL (Agent
Communication Language), SOAP and WSDL messages, and combines both di-
rectories from agents’ platforms and web services. Li et al. (2004) [16] propose a
similar approach, but focusing on the representation of services. They use SOAP
and WSDL messages to interact with agents. Liu (2007) [17] proposes a multiagent
architecture to develop inter-enterprise cooperation systems using SOA and Web
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Services components and communication protocols. Walton (2006) [29] presents
a technique to build multiagent systems using Web Services, defining a language
to represent the dialogs of agents. There are also frameworks, such as Sun’s Jini
and IBM’s WebSphere, which provide several tools to develop SOA-based systems.
Jini uses Java technology to develop distributed and adaptive systems over dynamic
environments. Rigole et al. (2002) [23] have used Jini to create agents on demand
into a home automation system, where each agent is defined as a service in the net-
work. Web-Sphere provide tools for several operating systems and programming
languages. However, the systems developed using the mentioned frameworks are
not open at all because the framework is closed and services and applications must
be programmed using a specific programming language that support their propri-
etary API’s.

The works revised in this section provide a good base for the development of
multiagent systems. However, because the majority of them are in the development
stage, their full potential in a real environments is unknown. HoCaMA has been
implemented in a real environment and not only does it provide communication
and integration among distributed agents, services and applications, but it also pro-
vides a new method for facilitating the development of multiagent systems, thus
allowing the agents and systems to function as services. Another feature is secu-
rity HoCaMA that it is managed by agents. All communications are through agents,
services can not share resources unless you allow the agents. The services must be
defined always available and are not shared with other systems unless otherwise
specified. HoCaMA implements an alert and alarm system across the agent’s plat-
form, specially designed to be used by mobile devices. The platform agents manage
this service and determine the level of alert at every moment so that they can de-
cide who will receive the alert and when. In order to identify each user, HoCaMA
implements a system based on Java Card [34] y RFID (Radio Frequency IDentifi-
cation) microchip technology in which there will be a series of distributed sensors
that provide the necessary services to the user.

3 Proposed Architecture

The HoCaMA architecture uses a model with a series of components to offer a solu-
tion that includes different levels of service for heterogeneous systems. The model
incorporates intelligent agents, identification and localization technology, wireless
networks and mobile devices. Additionally, it provides access mechanisms to mul-
tiagent system services, through mobile devices, such as mobiles phones or PDA.
The ubiquitous access is provided via Wi-Fi wireless networks and the notifica-
tion and alarm management module is based on SMS and MMS technologies. The
user identification and localization system in HoCaMA are based on Java Card and
RFID technologies. The system proposed within this work is dynamic, flexible, ro-
bust and very adaptable to changes of context. All this makes it an open system,
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easy to integrate into complex environments that it does not dependent of a specific
programming language.

HoCaMA architecture describes four basic blocks that can be seen in Figure 2:
Applications, Services, Agents Platform and Communication Protocol. These four
blocks constitute the whole functionality of the architecture.

Fig. 2 HoCaMA framework

3.1 Applications

Represent all programs that can be used to exploit the system functionalities. Appli-
cations are dynamic and adaptable to context, reacting different according certain
situations and the service invoked. They can be executed local or remotely, even
on mobile devices with limited processing capabilities because computing tasks are
largely delegated to the agents and services.

3.2 Agents Platform in HoCaMA

The Agents platform is the core of the architecture and integrates two types of
agents, each of which behaves differently for specific tasks, as shown in Figure
3.

The first group of agents is made up of deliberative BDI agents, which are in
charge of the management and coordination of all system applications and services.
They are able to modify their behaviour according to the preferences and knowl-
edge acquired in previous experiences, thus making them capable of choosing the
best solution. Deliberative agents constantly deal with information and knowledge.
Because they can be executed on mobile devices, they are always available and they
provide ubiquitous access for the users.
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Fig. 3 Agents platform structure in the HoCaMA architecture

The second group is made up of reactive agents. Most of the research conducted
within the field of multiagent systems focuses on designing architectures that incor-
porate complicated negotiation schemes as well as high level task resolution, but
don’t focus on temporal restrictions. In general, the multiagent architectures assume
a reliable channel of communication and, while some establish deadlines for the
interaction processes, they don’t provide solutions for limiting the time the system
may take to react to events.

It is possible to define a real-time agent as an agent with temporal restrictions for
some of its responsibilities or tasks [14]. From this definition, we can define a real-
time multiagent system (Real Time MultiAgent System, RT-MAS) as a multiagent
system in which at least one of the agents is a real-time agent. The use of RT-
MAS makes sense within an environment of critical temporal restrictions, where the
system can be controlled by autonomous agents that need to communicate among
themselves in order to improve the degree of system task completion. In this kind
of environments every agent requires autonomy as well as certain cooperation skills
to achieve a common goal. In addition, it is necessary to ensure system response in
real time, and should be avoided establishing communications between agents too
bulky.

There are different kinds of agents in the architecture, each one with specific
roles, capabilities and characteristics. This fact facilitates the flexibility of the ar-
chitecture to incorporate new agents. However, there are predefined agents which
provide the basic functionalities of the architecture:
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3.2.1 CoAp Agent

This agent is responsible for all communications between applications and the plat-
form. Manages the incoming requests from the applications to be processed by ser-
vices. It also manages responses from services to applications. CoAp Agent is al-
ways on ”listening mode”. Applications send XML messages to the agent requesting
for a service, then the agent creates a new thread to start communication using sock-
ets. The agent sends all requests to the Manager Agent which processes the request.
The socket remains open until a response to the specific request is sent back to the
application using another XML message. All messages are sent to Security Agent
to analyze their structure and syntax.

3.2.2 CoSe Agent

It is responsible for all communications between services and the platform. The
functionalities are similar to CommApp Agent but backwards. This agent is always
on ”listening mode” waiting for responses of services. Manager Agent indicates
CommServ Agent the service that must be invoked. Then, CommServ Agent cre-
ates a new thread with its respective socket and sends an XML message to the ser-
vice. The socket remains open until the service returns a response. All messages are
sent to Security Agent to analyze their structure and syntax. This agent also checks
periodically the status of all services to know if they are idle, busy, or crashed.

3.2.3 Directory Agent

Manages the list of services that can be used by the system. For security reasons,
the list of services is static and can only be modified manually, however services
can be added, erased or modified dynamically. The list contains the information of
all trusted available services. The name of the service, description of the service,
parameters required, and IP address of the computer where the service is running
are some of the information stored in the list of services. However, there is dynamic
information that is constantly modified. The service performance (average time to
respond requests), the number of executions and the quality of the service. This
last data is very important, assigning a value between 0 and 1 to all services. All
new services have a quality of service (QoS) value set to 1, this value decreases
when the service fails (e.g. service crashes, no service found, etc.) or have a sub-
par performance compared to similar executions in the past. QoS is increased each
time the service processes the tasks assigned efficiently. Information management
is especially important on Ambient Intelligence environments because there is very
sensitive and personal data processed. Thus, security must be a major concern when
developing AmI-based systems, reason why HoCaMA does not implement a ser-
vice discovery mechanism, so systems must employ only the specified services at a
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trusted list of services. However, agents can select the most appropriate service (or
group of services) to accomplish a specific a task.

3.2.4 Supervisor Agent

This agent supervises the correct functioning of the agents in the system. Supervisor
Agent verifies periodically the status of all agents registered in the architecture by
means of sending ping messages. If there is no response, the agent kills the agent
and creates another instance of that agent.

3.2.5 Security Agent

This agent analyzes the structure and syntax of all incoming and outgoing XML
messages. If a message is not correct, the Security Agent informs the corresponding
agent (CoAp or CoSe) that the message cannot be delivered. This agent also informs
the problem to the Directory Agent, which modifies the QoS of the service where
message was sent.

3.2.6 Manager Agent

Decides which agent must be called taking into account the QoS and users prefer-
ences. Users can explicitly invoke a service, or can let the Manager Agent decide
which service is better to accomplish the requested task. If there are several services
that can resolve the task requested by an application, the agent selects the optimal
choice. An optimal choice has higher QoS and better performance. Manager Agent
has a routing list to manage messages from all applications and services. This agent
also checks if services are working properly. It requests the CoSe Agent to send reg-
ularly ping messages to each service. If a service does not response, CoSe inform
Manager Agent which tries to find an alternate service and informs the Directory
Agent to modify the respective QoS.

3.2.7 Interface Agent

This kind of agent has been designed to be embedded in users’ applications. Inter-
face agents communicate directly with the agents in HoCaMA so there is no need
to employ the communication protocol, but FIPA ACL specification. The requests
are sent directly to the Security Agent, which analyzes the requests and sends them
to the Manager Agent. The rest of the process follows the same guidelines to call
any service. Interface agents must be simple enough to allow them execute on mo-
bile devices, such as cell phones or PDA’s. All high demanding processes must be
delegated to services.
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3.3 Services

Represent the activities that the architecture offers. They are the bulk of function-
alities of the system at processing, delivery and acquire information level. Services
are designed to be invoked locally or remotely. Services can be organized as local
services, web services, GRID services, or even as individual stand alone services.
Services can make use of other services to provide the functionalities that users
require. HoCaMA has a flexible and scalable directory of services, so they can be
invoked, modified, added, or eliminated dynamically and on demand. It is absolutely
necessary that all services follow the communication protocol to interact with the
rest of the architecture components.

Fig. 4 Request a service by an application

HoCaMA measures and collects data through sensors and mobile devices, as can
be seen in Figure 4. A simple case illustrated in Figure 4 can better demonstrate
the basic functioning of HoCaMA when it is requesting a service. A user needs
to calculate the sum of two numbers and wants to do it through a PDA remotely
connected to the system. The user executes a mathematical toolkit which provides
him with a large set of formulas from which he selects the sum function, introduces
a set of values, and clicks a button to get the result. When the user clicks the button,
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the application sends a request to the platform to find a service that can process that
request. The agents invoke the appropriate service and send the request. The service
processes the request and sends the result back to the agents which in turn send it to
the application. It is obvious that invoking a remote service to execute a sum is not
the best choice. But imagine a large scale process that uses complex AI techniques,
such as genetic algorithms, data mining, neural networks, etc. where the limited
processing capacity of the PDA makes it impossible to calculate. In this case, the
service may be in a powerful computer and could be remotely invoked by the PDA.

3.4 HoCaMA Communication Protocol

Communication protocol allows applications, services and sensors to be connected
directly to the platform agents. The protocol presented in this work is open and in-
dependent of programming languages. It is based on the SOAP standard and allows
messages to be exchanged between applications and services as shown in Figure 5.

Fig. 5 Communication using SOAP messages in HoCaMA

However, interaction with environmental sensors requires Real-time Transport
Protocol (RTP) [13] which provides transport functions that are adapted for appli-
cations that need to transmit real-time data such as audio, video or simulation data,
over multicast or uncast network services. The RTCP protocol is added to RTP,
allowing a scalable form of data supervision. Both RTP and RTCP are designed
to work independently from the transport and lower network services. They are in
charge of transporting data with real-time characteristics, and of supervising the
quality of service, managing the information for all the entities taking part in the
current session.

The communications between agents within the platforms follows the FIPA ACL
(Agent Communication Language) standard. This way, the applications can use the
platform to communicate directly with the agents.
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3.5 Location and Identification System in HoCaMA

The location and Identification system in HoCaMA incorporates Java Card [34] and
Radio Frequency Identificacion (RFID) [12], [28] technologies. The primary pur-
pose of the system is to convey the identity of an object or person, as with a unique
serial number, using radio waves. Java Card is a technology that permits small Java
applications (applets) to be run safely in microchip smart cards and similar embed-
ded devices. Java Card gives the user the ability to program applications that can be
run off a card so that it has a practical function in a specific application domain.

3.5.1 Identification System, Features and Operation

Java Virtual Machine (JVM) is seen as part of the operating system, called memory
ROM in a smart card Java. The JVM is divided into two parts: the converter and
runtime (JCRE). The converter, located in the external reader that connects to the
card, makes the verification and translates byte code (compiled code) to a code in-
serted into the card. The JCRE, called on the card, manages the installation process,
selection, deselect, execution and removal of an applet.

The main features of Java Card are portability and security; it is described in
ISO 7816. Portability because the definition of standard Java Card applet allows the
same function in different microchip, much like a Java applet running on different
computers. The security is determined by various aspects such as an applet that is a
state machine that only processes commands received via the device reader sending
and responding with status codes and data. The different applications (applets) are
also separated from each other by a firewall, as shown in Figure 6, which limits ac-
cess and control of data elements of a subprogram to another. Each instance of AID
or applet has its unique identifier through which are selectable. The applet is respon-
sible for their data processing commands, elements which publishes and security in
the data sharing. As shown in Figure 6 the applet A and B share the same applet con-
text and data, while the applet A shares data with the applet C is at different context.
The data are stored in the application and the Java Card applications are executed
in an isolated environment, separate from the operating system and from computer
that reads the card. The most commonly used algorithms, such as DES, 3DES, AES,
and RSA, are cryptographically implemented in Java Card. Other services such as
electronic signature or key generation are also supported.

RFID technology is grouped into the so-called automatic identification technolo-
gies. The radio frequency identification (RFID) [12] is a wireless communication
technology used to identify and receive information on humans, animals or objects
in motion [28]. An RFID system consists principally of four elements: tags, read-
ers, antennas and radios and Processing Hardware. The labels or RFID chips are
passive (without batteries) and are called transponders [28]. The transponders are
much cheaper and have a size smaller than the chips assets (with batteries), but have
a range smaller. The transponder is located in an object (such as a bracelet), and
when the transponder enters the range reading of the reader, it is activated and be-
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Fig. 6 ”Firewall Model” for security in Java Card

gins to send electromagnetic signals, transmitting its identification number (ID) the
reader. The reader relays information to a central processor in which information is
processed. The information is handled, it is not only restricted to data relating to the
location, but it is possible to work with information on the same subject. The main
applications of RFID technology have occurred in industrial environment, transport,
etc. Its application in other sectors, including medicine, is becoming increasingly
important [12], [28]. RFID provides more information than other auto-identification
technologies, speeds up processes without losing reliability, and requires no human
intervention.

The combination of the Java Card and RFID technologies allows us to both iden-
tify the user or identifiable element, and to locate it, by means of sensors and ac-
tuators, within the environment, at which time we can act on it and provide ser-
vices. The microchip, which contains the identification data of the object to which
it is adhered, generates a radio frequency signal with this data. The signal can be
picked up by an RFID reader, which is responsible for reading the information
and sending it, in digital format, to the specific application. In this sense, RFID
is an automated data-capture technology that can be used to electronically iden-
tify, track, and store information about patients. It is most frequently used in indus-
trial/manufacturing, transportation, distribution, and warehousing industries, how-
ever, there are other growth sectors including health care. HoCaMA uses microchips
mounted on bracelets worn on the patient’s wrist or ankle, and sensors installed over
protected zones, with an adjustable capture range up to 2 meters. The microchips or
transponders help locate the patients, which can be ascertained by consulting the
deliberative agents.
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3.6 Alert System in HoCaMA

The alert system is integrated into the HoCaMA architecture and uses mobile tech-
nology to inform users about alerts, warnings and information specific to the daily
routine of the application environment. It gets so improve service quality of commu-
nication and control at all times the performance of services that are implemented
in architecture.

This is a very configurable system that allows users to select the type of infor-
mation they are interested, and to receive it immediately on their mobile phone or
PDA. It places the information to be sent into information categories. The users de-
termine the information they are interested in. The system automatically sends the
information to each of the users as soon as it is available.

3.6.1 Alert System Features

Users wishing to be entered in this service must register, indicating his phone num-
ber and email address and giving your permission to send messages to him. It can
do so through the application that implements the service validated as users of the
same.

Users also from the application, they can select which categories of information
you wish to receive messages, so that only receive the information they really useful.

The alert system is proactive, that is, users should not bother to monitor the en-
vironment in which the service is implemented, to see if there is information that
interests them. It alerts the system itself which cares for users to get information im-
mediately on their mobile devices, with the benefits that this entails, so they can get
all this information without having to meet at her workplace. The application also
automatically generates alert messages and warnings can also send information on
time or scheduled. The application defined a number of operators and reviewers of
information that are responsible for inserting and send messages to users who wish
to receive such information.

The service alerts and warnings are composed as a sub-application within ar-
chitecture HoCaMA, but can operate independently of this. The application is im-
plemented with the Struts. It is based pattern Model-View-Controller (MVC). This
pattern of development allows us to completely detached three layers that make up
the entire web. A model of this type allows the application is fully scalable. As
shown in Figure 7 the lines indicate a direct association and association indirect
dashed lines.

• Model: In this layer lies the data model of the application. This is communica-
tion at all levels with the database.

• View: This is the presentation layer to the user. This is where the data are joined
with the design chosen for the user accessing the information. In this layer can be
detected that this type of client accessing data to personalize their presentation
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Fig. 7 Relationship between the model/view/controller in the model MVC

giving rise to language versions or versions for different channels such as PDA,
SMS, WAP, etc.

• Controller: Here comes the user communications with the application. Every ac-
tion required by the user is reflected in a flood of calls to data model from the
layer of control.

Fig. 8 Alert System framework

Within the application as shown in Figure 8 there are three profiles clearly differ-
entiated, but not exclusive. The application profiles types are: users or subscribers,
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issuers and reviewers messages. Subscribers have to accept the conditions of the
subscription service to introduce or modified their personal data and subscribe to
categories wishing. Issuers are responsible for writing messages and confirmation
for subsequent validation. Each issuer sends information only to categories assigned
it. The reviewers are responsible for validating, if necessary, the messages issued by
issuers. The reviewers only reviewed messages of assignment categories.

On the other side as shown in Figure 8 system also handles requests for informa-
tion by the user via mobile devices, are the called SMS PULL. The messages are
sent to a special issue with a specific text, which depends on the information you
want to ask, and the system is responsible for managing and providing the informa-
tion requested. The SMS PUSH is generated by the system automatically without
the user’s explicit request. In Figure 9 you can see the options available for a re-
viewer user messages on the alerts system described.

Fig. 9 Alert system implemented in HoCaMA

4 Using HoCaMA to Develope a MultiAgent System for a Home
Care Environment

Ambient Intelligence based systems aim to improve people quality of life, offering
more efficient and easy to use services and communication tools to interact with
other people, systems and environments. One of the most benefited segments of
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population with the development of Ambient Intelligence based systems is elderly
and disabled people.

Fig. 10 Home plane

Agents and multiagent systems in environments for disabled people are becom-
ing a reality, especially on health care. Most agents-based applications are related
to the use of this technology in patients monitoring, treatment supervision and data
mining.

HoCaMA has been employed to develop a multiagent system aimed to enhance
assistance and care for low dependence patients at their homes. As shown in Figure
10 are installed a series of detectors presence and mechanisms for opening doors
that interact with the microchip Java Card users to offer services in real time. This
sensors network through a system of alerts is responsible for generating alarms com-
paring the user current state with the parameters of the user daily routine who has
stored the system. The system can generate alarms if it is determined the parameters
for example if the user in a non-working day stands before a certain hour, or if the
user spends more time than specified on the door of your home without entering, or
the user is a long time motionless in the hallway, etc.

Main functionalities in the system include reasoning, planning mechanisms,
management alerts and responses in execution time offered to certain stimuli, as
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shown in Figure 11. These functionalities allow the system the use of several
context-aware technologies to acquire information from users and their environ-
ment. Among the technologies used are mobile systems for alerts service managing
across PDA and mobile phones, Java Card elements for identification and presence
detectors and access control.

Fig. 11 HoCaMA structure in a home care environment for handicapped persons

Each agent in the system has its own functionalities. If an agent needs to develop
a task in collaboration with other agent a request form is send. There are priority
tasks that a set of agents can perform. This ensures that the priority tasks are always
available.

There are four types of new deliberative BDI agents which have been defined in
this case study:

• User Agents. This agent manages the users’ personal data and behaviour (moni-
toring, location, daily tasks, and anomalies). The beliefs and goals used for every
user depend on the plan or plans defined by the super-users. User Agent main-
tains continuous communication with the rest of the system agents, especially
with the ScheduleUser Agent (through which the scheduled-users can communi-
cate the result of their assigned tasks) and with the SuperUser Agent. The User
Agent must ensure that all the actions indicated by the SuperUser are taken out,
sending a copy of its memory base (goals and plans) to the Manager Agent in
order to maintain backups. There is one agent for each patient registered in the
system.

• SuperUser Agent. It also runs on mobile devices (PDA) and inserts new tasks
into the Manager Agent to be processed by a Case-Based Reasoning mechanism.
It also needs to interact with the User Agents to impose new tasks and receive
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periodic reports, and with the ScheduleUser Agents to ascertain plans’ evolution.
There is one agent for each doctor connected to the system.

• ScheduleUser Agent. It is a BDI agent with a Case-Based Planning (CBP) mech-
anism embedded in its structure. It schedules the users’ daily activities ob-
taining dynamic plans depending on the tasks needed for each user. It man-
ages scheduled-users profiles (preferences, habits, holidays, etc.), tasks, available
time and resources. Every agent generates personalized plans depending on the
scheduled-user profile. There are as many ScheduleUser Agents as nurses con-
nected to the system. Figure 12 shows the algorithm for plans generation and
promotes interaction between actors and sensors. In the algorithm shown in Fig-
ure 12, plans are generated when an existing plan is not currently being executed
and when actions are executed. When a plan is executing, actions are suppressed
and plans are executed to completion. Actions and plans are selected on the basis
of respective utility functions. It is part of a state and an action generated by the
agent. It changed the objectives and if there is no plan of action in implementing
the plan of selecting optimal action. If there is a plan being implemented is as-
sociated action if the plan can be added or creating a new action plan to save the
platform agents. Finally runs action.

• Manager Agent. It runs on a Workstation and plays two roles: the security role
that monitors the users’ location and physical building status (temperature, lights,
alarms, etc.) trough a continuous communication with the Devices Agent; and
the manager role that handle the databases and the tasks assignment. It must
provide security for the users and ensure the tasks assignments are efficient. This
assignment is carried out through a Case-Based Reasoning (CBR) mechanism,
which is incorporated within the Manager Agent. When a new assignation of
tasks needs to be carried out, both past experiences and the needs of the current
situation are recalled, allocating the respective and adequate task. There is just
one Manager Agent running in the system.

On the other hand there are a number of reactive agents that work in collabora-
tion with the deliberative agents. Reactive agents are in change of control devices
interacting with sensors (access points, lights, temperature, alarms detection, etc.).
They receive information, monitor environment services and also check the devices
status connected to the system. All information is treated by the reactive agent and
it is sent to the manager agent to be processed.

In Figure 13 it is possible to see an example corresponding to a warning gen-
erated by the system. As can be seen in Figure 13, the system generates the alert
after detecting that the user is motionless in the hallway of his home longer than
that determine the parameters of a normal situation. The sensors determine all the
time the patient’s condition at home and communicate this information to a reactive
agent, identified as the user agent. The user agent is in charge to send all the sen-
sor information to the central system and determines if it is necessary to generate
an alert. When the user agent detects a warning, it automatically communicates the
situation to the manager agent. Finally the manager agent, through the SMS alert
system available, sends the warning sms message to the health care center and to
the patient’s family. This warning is recorded in the system for security reasons and
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Fig. 12 Algorithm for plan generation in HoCaMA

Fig. 13 Alert SMS example sent by the system
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for future statistical controls. The steps can be seen in Figure 14 which shows the
action of sending a warning by the agent manager.

Fig. 14 Algorithm form sending alerts in HoCaMA

5 Results

HoCaMA has been used to develop a multiagent system for monitoring disabled
patients at home. The main features of HoCaMA include reasoning and planning
mechanisms, and alert and response management. Most of the responses in Ho-
CaMA are reactions in real time to certain stimuli, and represent the abilities that
the reactive agents have in the HoCaMA architecture based platform. To offer all
these features the system uses various technologies and acquires information from
users and the surrounding environment. Some of the technologies used to test the
system include mobile technology for managing service alerts through PDAs and
mobile phones, and Java Card technology for identification and access control.

One of the main contributions of the HoCaMA architecture is the alert system.
We implemented several test cases to evaluate the management of alerts integrated
into the system. This allowed us to determine the response time for warnings gener-
ated by the users, for which the results were very satisfactory, with response times
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shorter than those obtained prior to the implementation of HoCaMA. The system
studies the information collected, and applies a reasoning process which allows
alerts to be automatically generated. For the alerts, the system does not only take
response time into account, but also the time elapsed between alerts, and the user’s
profile and reliability, in order to generalize reactions to common situations. The
results show that HoCaMA fits perfectly within complex systems by correctly ex-
ploiting services and planning mechanisms.

Table 1 Comparison between the HoCaMA and the ALZ-MAS architectures.

Factor HoCaMA ALZ-MAS

Average response time to incidents (min.) 8 14
Assisted incidents 12 17
Average number of daily planned tasks 12 10
Average number of daily services completed 46 32
Time employed to attend and alert (min.) 75 90

Table 1 presents the results obtained after comparing the HoCaMA architecture
to the previously developed ALZ-MAS architecture [6] in a case study on medical
care for patients at home. The ALZ-MAS architecture allows the monitoring of pa-
tients in geriatric residences, but home care is carried out through traditional meth-
ods. The case study presented in this work consisted of analysing the functioning
of both architectures in a test environment. The HoCaMA architecture was imple-
mented in the home of 5 patients and was tested for 30 days. The results were very
promising. The data shown in Table 1 are the results obtained from the test cases.
They show that the alert system improved the communication between the user and
the handicapped care services providers, whose work performance improved, allow-
ing them to avoid unnecessary movement such as travels and visits simply oriented
to control or supervise the patient. The user identification and location system in
conjunction with the alert system has helped to notably reduce the percentage of
incidents in the environment under study. Moreover, in addition to a reduction in
the number of incidents, the time elapsed between the generation of a warning and
solution decreased significantly. Finally, due to the many improvements, the level
of user satisfaction increased with the introduction of HoCaMA architecture since
patients can live in their own homes with the same level of care as those offered at
the residence.

6 Conclusions

The growing numbers of elderly population impose an urgent need to develop new
approaches to care provision. The convergence of a number of technologies such as
multiagent systems, federated information management, safe communications, hy-



26 Juan A. Fraile and Javier Bajo and Ajith Abraham and Juan M. Corchado

permedia interfaces, rich sensorial environments, increased intelligence of home ap-
pliances, and collaborative virtual environments, represents an important enabling
factor for the design and development of virtual elderly support community envi-
ronments. In particular, a platform based on agents combined with federated infor-
mation management mechanisms provides a flexible infrastructure on top of which
specialized care services can be built. Participants in this community include the
elderly people, their relatives, and care center personnel as shown in Figure 15. We
chose to tackle the home-monitoring issue in a more global way rather than in an
only individual-centred way. This collective vision makes it possible to release in-
dividuals’ patterns who will allow the system answering current health problems.
This large-scale and global solution requires setting up a strongly distributed and
dynamic system. Because classical classification methods are not adapted to this
context, we had to propose a new distributed classification method.

Fig. 15 Actors’ communications in HoCaMA

The HoCaMA architecture presented in this paper is a step ahead in the develop-
ment of Ambient Intelligence environments for Home Care. The architecture pro-
poses novel systems for alert management and patient location and identification.
However there is still to much work to be done, for example in patients attention
and safety. That is our next step.
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