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a b s t r a c t

Edge Computing represents the activities of IoT (Internet of Things) devices at the border or limit of the
network connected to the remote Cloud. The latest research in this field has intended to demonstrate
that Edge Computing architectures are the optimal solution to minimising latency, improving privacy
and reducing bandwidth costs in IoT-based scenarios. This article is a review of the Edge Computing
technology and its reference architectures proposed by the Edge Computing Consortium, Intel-SAP,
the FAR-Edge Project and the Industrial Internet Consortium for Industry 4.0. Moreover, this article
presents a proposal for a tiered architecture with a modular approach that allows to manage the
complexity of solutions not only for Industry 4.0 environments but also for other scenarios such
as smart cities, smart energy, healthcare or precision agrotechnology. The main contributions of the
proposed architecture reside in the security and privacy provided by blockchain technologies. Finally,
the proposed reference architecture is tested by building an IoT platform in a smart agroindustry
scenario to reduce bandwidth costs between the Edge and the Cloud.

© 2019 Published by Elsevier B.V.

1. Introduction

The use of the Internet of Things (IoT), mobile services and
applications in complex scenarios such as Smart Cities and Indus-
try 4.0 has generated new challenges for Cloud Computing (CC)
oriented solutions [1,2]. Traditional Cloud Computing follows a
centralised scheme where computing and storage are deployed
in a remote data centre [3]. However, this approach experiences
significant limitations when dealing with these emerging tech-
nologies that require real-time response and reduced latency.
In this regard, recent researches propose the use of the Edge
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Computing paradigm as a means of improving Cloud Computing
capabilities [4–6].

In recent years, Edge Computing has attracted the attention of
enterprises, academies, industries and researchers. The first mo-
bile Edge Computing platform, named RACS (Radio Applications
Cloud Server), was presented by Nokia and IBM in 2013 [7,8].
However, the origins of Edge Computing go back as far as 1990
when Content Delivery Networks (CDNs) were proposed as a
means of improving web performance. The Cisco Global Cloud
Index estimated that by 2019 data produced by humans and
machines will reach 500 zettabytes, and that by 2020 there will
be 50 billion IoT devices connected to the Internet [9]. Edge
Computing is a potential solution to this problem, a technology
that optimises computing processes. Edge Computing does not
process data directly in the Cloud, instead it preprocesses the data
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collected by IoT Edge devices before sending them to the remote
centralised or distributed servers deployed in the Cloud [10,11].

It is denominated as ‘‘Edge" computing because information
processing no longer takes place only in centralised or distributed
nodes (core), but is performed also in the other extreme (Edges),
moving centralised computing processes away from the cen-
tre. All the information produced by IoT devices is processed in
the extreme, thus releasing computational load from centralised
servers, avoiding network traffic overload, and reducing the re-
sponse time required by new IoT applications [12]. The benefit
of this type of distributed computing approach has been demon-
strated in, for example, smart homes, healthcare, smart grid,
smart cities, smart logistics and environment monitoring [1,13–
15] or also in the use of Cloudlets (small Clouds at the edge) used
to download the computing overload of wearable devices [16];
this helps save between 30% and 40% of energy [17].

Currently, there are several lines of research aimed at estab-
lishing standards for the development of concepts, architectures
or processes implemented in Edge Computing solutions. In this
regard, important independent organisations and entities have
proposed different specifications, i.e.: communication protocols,
security – data protection – as well as reference architectures,
specifically for industrial environments [18–21]. All those spec-
ifications have contributed to some aspects of Industry 4.0 appli-
cations and environments. However, to the best of the authors’
knowledge, there has not yet been a standardised proposal that
would focus on providing security to applications and environ-
ments, such as the inclusion of Distributed Ledger Technologies
(DLT) or a blockchain based layer for the implementation of smart
contracts between entities [22,23]. Hence, this work proposes a
new Edge Computing reference architecture for the design of
applications for Industry 4.0 and other scenarios, taking into
consideration all these requirements.

This article is structured as follows: Section 2 reviews research
in the field of Edge Computing; Section 3 presents the main
reference architectures and describes some use cases based on
the ISO/IEC/IEEE 2010:2011 standard proposed by four groups of
major companies whose objective is to adopt Edge Computing
as a means of strengthening Cloud-based solutions [24]; Sec-
tion 4 proposes the new Global Edge Computing Architecture
which is applied to an agroindustry use case in Section 5. Finally,
the conclusions and future lines of research are presented in
Section 6.

2. Edge Computing

In the post-cloud era, Edge Computing has emerged as a new
paradigm in which part of the data is processed at the Edge of
the network. The history of the Edge Computing (EC) paradigm
was described in the work ‘‘On multi-access Edge Computing: a
survey of the emerging 5G network Edge Cloud architecture and
orchestration’’ [4]. This section presents a review of the basic
elements of Edge Computing and describes the close relationship
between IoT networks and Edge Computing.

To several authors, Edge Computing represents a group of
computers, devices and network resources which generate and
collect data and send it to remote centres in the Cloud. The works
of these authors show Edge Computing from different perspec-
tives, in terms of architectures, capabilities, software technologies
or features [5,25,26].

A new group of industry specifications was proposed in 2014
with the objective of creating the European Telecommunica-
tions Standards Institute (ETSI). This institute seeks to establish
Mobile Edge Computing (MEC) standards and specifications for
industries, and has the support of a consortium formed by sev-
eral organisations, including Huawei, IBM, Intel, Nokia Networks,

Table 1
Edge Computing definitions.
Authors Definition

Garcia et al. [12] Edge Computing refers to a process where open
platforms converge the core capabilities of networks,
computing, storage and applications and provide
intelligent services at the network edge – near the
source of the objects or data – to meet the critical
requirements of agile connection, real-time services,
data optimisation, application intelligence, security and
privacy protection of industry digitisation.

Shi et al. [10] Edge Computing refers to the enabling technologies
that allow to perform computation at the network
edge so that computing happens near data sources. In
Edge Computing, the end device not only consumes
data but also produces data.

Satyanarayanan [8] Edge Computing is a new paradigm in which
substantial computing and storage resources, also
referred to as Cloudlets, micro datacentres or fog nodes,
are placed at the Internet edge in close proximity of
mobile devices or sensors.

Edge Computing
Consortium, Alliance
of Industrial Internet
[20]

Edge Computing is a distributed open platform at the
network edge, close to the things or data sources,
integrating the capabilities of networks, storage, and
applications. By delivering edge intelligence services,
Edge Computing meets the key requirements of
industry digitisation for agile connectivity, real-time
services, data optimisation, application intelligence,
security and privacy protection.

Tseng et al. [21] Edge Computing, simply known as Edge, brings
processing close to the data source, and it does not
need to be sent to a remote Cloud or other centralised
systems for processing. By eliminating the distance
and time it takes to send data to centralised sources,
the speed and performance of data transmission
improves, as well as the devices and applications on
the Edge.

Linthicum [29] Edge Computing or simply Edge eliminates the need to
process data in a remote Cloud or other centralised
system by processing data close to its source. Data
transmission is faster and the performance of devices
and applications on the Edge improves.

Zhang et al. [30] Edge Computing is a novel computing model that
places computing resources and storage at the edge of
the network, closer to the end user. It provides
intelligent services by collaborating with Cloud
Computing.

NTT DoCoMo and Vodafone [27]. In Bilal et al. [28] the au-
thors’ highlight that the main objective of Edge Computing is
to bring the resources and services of the Cloud to the Edge
of the network, operating as an intermediate layer between the
end user and the data centres in the Cloud, with a minimum
delay in response time. Open Edge Computing (OEC) is a 2015
initiative undertaken by Vodafone, Intel and Huawei, in associa-
tion with the Carnegie Mellon University, whose aim is to pro-
mote Edge Computing solutions. Furthermore, Nokia integrated
an Edge Computing platform into its base station [7].

State-of-the-art researches have provided different Edge Com-
puting definitions, Table 1 lists several key definitions. All the def-
initions found in Table 1 include the following three terms: open
platform, enabling technologies and computer resources. However,
in our view, the most accurate definition is the one established
by the Edge Computing Consortium because it contains elements
that organisations currently demand: secure and private services
that are capable of processing large volumes of data in real time.

Table 2 compares the characteristics of Edge Computing with
the characteristics of other technologies. It demonstrates how
Edge Computing improves the performance of IoT: its distributed
structure makes it possible to reduce network traffic; transmis-
sion latency between edge nodes, the cloud and end users; and
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Table 2
Comparison of the characteristics of EC with those of other technologies.
Parameters Cloud

Computing
Fog Computing Edge

Computing

Advantages Scalable, big
data
processing,
unlimited
computational
processing.

User defined
security, low
latency.

Real time
responses, very
low latency,
Edge can work
without cloud
or fog.

Disadvantages High latency,
slow response
time, no
offline-mode,
lack of security.

Limited storage,
Fog needs
more cloud
links than Edge
Computing to
move data
from the
physical to the
digital layer.

Limited storage,
Interconnected
through
proprietary
networks, high
power
consumption.

finally the real-time response of applications and IoT devices
compared to Cloud and Fog computing [31].

2.1. Edge Computing and IoT

Ganz et al. [32] view the Internet of Things (IoT) as the in-
teraction and communication between devices that generate and
exchange data with things or objects in the real world. Razzaque
et al. [33] mention the main characteristics of IoT: heterogeneous
devices and networks, large volume of events, and data generated
by objects. In the authors’ opinion these characteristics make the
development of IoT-oriented applications and services very chal-
lenging. IoT devices have laid the foundations for the digitisation
of the physical world thanks to their ability to transmit data
that can be processed and analysed by machines, transforming
them into valuable information used to create intelligent health,
transportation, energy and other services [34].

The requirements for the development of applications in IoT
and Cloud scenarios are becoming increasingly difficult to meet.
The large volume of data generated by IoT sensors must be anal-
ysed to extract the information or statistics that the organisation
is looking for, and this task requires a previous stage with an
extremely high network bandwidth [35]. In this respect, previous
researches have proposed the use of Edge Computing to find
solutions that comply with the requirements of IoT and can use
its potential and capabilities to the fullest. Brogi and Forti [36]
explained that in Edge Computing the set of data generated by
different IoT objects can be processed at the edge of the network
instead of transmitting it to a remote centralised or distributed
Cloud platform. This enables faster services and higher response
quality compared to Cloud Computing. According to Lin et al. [37],
architectures based on Edge Computing are the most suitable for
integration with IoT, providing secure and efficient services to
end users.

Security is challenging to achieve but it is an essential feature
in any IoT scenario. In this regard, Khan and Salah [38] proposed
the use of blockchain (BC) technologies as tools capable of dealing
with the security issues experienced by the IoT. Jing et al. [35]
addressed major challenges in the field of IoT security. Finally,
in several studies [22,39,40], authors researched the advantages
of integrating blockchain and IoT and the challenges that this
entails. Even though blockchain has originally been created as
a tool for cryptocurrencies, the use of a BC in decentralised
applications does not necessarily have to involve the develop-
ment of a cryptocurrency. As its name indicates, BC is a chain of
time-stamped blocks (each one includes date and time) that are
connected with each other by a cryptographic hash [41,42].

BC relies on the mining process to preserve the value and
integrity of the data. As a result, a new block of data can only
be added to the chain when a miner obtains the hash value that
connects the last block with a new one. To complete the oper-
ation, it is necessary that the rest of miners across the network
validate the result by means of a consensus protocol [43].

3. Edge Computing architectures

This section presents a review of reference architectures (RA)
developed for Edge Computing. Recent research has focused on
looking into the ability of the Edge Computing Paradigm to lessen
the limitations of Cloud-centric architectures. In this respect, Edge
Computing architectures are capable of shifting a portion of the
computing capacity that is performed from the Cloud to the
nodes located at the Edge of the network [44]. By shifting the
processing capacity to the nodes, Edge architectures offer the
following advantages [45,46]:

• Save bandwidth and storage resources; to filter noise data
streams that come from different data sources are processed
by the nodes before sending the data to the Cloud.

• Proximity and low latency are achieved by processing infor-
mation close to its source of origin.

• Enhanced scalability is achieved through decentralised stor-
age and processing.

• The nodes of Edge architectures provide each node of the
network with isolation and privacy.

A Reference Architecture is a document or a set of documents
that establish standards for the design of architectures and the
integration of IT products and services. A reference architecture
incorporates industry-accepted best practices, usually providing
guidelines for the method of delivery or specific optimal tech-
nologies. RAs help project managers, software developers, enter-
prise designers, and IT managers to collaborate and communicate
effectively in the implementation of a project. A reference ar-
chitecture gives answers to frequently asked questions and any
doubts that may arise [47]. Consequently, by providing a proven
set of best practices and solutions, it helps teams avoid the errors
and delays that would have occurred otherwise. Once they are
designed, most reference architectures are tested extensively and
validated before being documented by expert engineers. Since a
reference architecture is normally implemented in many different
situations, on the basis of those real experiences experts make
adjustments to later stages. As a result of those development
iterations companies benefit from the accumulated wisdom.

Reference Architectures are not complexly packaged and in
many cases adopt a descriptive approach. This means they are
flexible, allowing customers to create a solution that includes
components from their preferred IT vendors. Some of the refer-
ence architectures that have been designed for Edge Computing
are based on the ISO/IEC/IEEE 42010:2011 standard [24]. This
standard outlines the requirements for the development of sys-
tems and software architectures through a convention, a common
terminology and the best practices of Design and Description of
Enterprise Architecture and it is based on a conceptual model or
metamodel of Architecture Description (AD) [48].

3.1. FAR-Edge RA

The FAR-Edge RA has been developed as part of the H2020
FAR-Edge project, as a means of overcoming the challenge that
industries face in adopting decentralised automation architec-
tures [18]. This reference architecture is a conceptual framework
for the design and implementation of the FAR-Edge project plat-
form based on Edge Computing and ledger tier (DLT – Distributed
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Fig. 1. FAR-Edge RA. Based on the work of Isaja et al. [44].

Ledger Technologies – currently Blockchain). Isaja et al. [44] ex-
plained the two principal concepts of FAR-Edge: scopes and tiers.
Scopes refer to elements in a plant or its ecosystems such as ma-
chinery, field devices, workstation, SCADA (Supervisory Control
And Data Acquisition), MES (Manufacturing Execution System)
and ERP (Enterprise Resource Planning) Systems. Likewise, tiers
provide information about system components and the relation-
ship between them. The classification of tiers is similar to the one
described in OpenFog RA, the difference between the two is that
Far-Edge RA is only oriented at the industry [49].

3.1.1. Components
Fig. 1 has been created on the basis of the work of Isaja et al.

[44], it describes the main components of this architecture, such
as its functional domains and tiered structure. The functional and
structural components are described as follows:

• Functional. The architecture is formed by three functional
domains: (i) Automation Domain: it is responsible for the
automated control and configuration of physical processes.
Automated configuration refers to the technology used for
monitoring, customising and adjusting the critical processes
of organisations, such as the production process of a fac-
tory. This technology controls the analytic and simulation
domains. (ii) Analytic Domain: it contains the tools for the
collection and processing of data from the perspective of
business intelligence. The analytic domain uses a high band-
width as a communication channel through which the bulk
of information is transferred. The Analytic Domain of the
FAR-Edge architecture and the Information Domain of the
Industrial Internet Consortium Reference Architecture (IIC-
RA) mostly coincide with each other and have only minimal
differences, for example: the IIC-RA receives data directly
from the field with the intervention of additional control
functionalities. (iii) Simulation domain: this domain contains
resources for the simulation of the behaviour of physical
processes, which are performed to analyse different what/if
scenarios, optimising and obtaining results without affecting
operational activities in any way. In the simulation domain,
objects from the real environment must be synchronised
with the digital simulation models that represent them.

• Structural. It refers to components and technical levels which
form the architecture. These tiers are described in the fol-
lowing paragraphs:

– Field tier: is the lowest layer of the architecture and it
is formed by different types of devices, ranging from
a smart machine to a sensor or an actuator. These
devices are called Edge nodes.

– Edge tier: is the software designed to run on several
Edges nodes. Moreover, this tier contains the Edge gate-
ways (EGs). EGs are computing devices that operate as
gateways between the field tier and the digital world.
The main function of EGs is to execute processes and
analyse data in real time.

– Ledger tier: it does not contain any type of physi-
cal component. It is formed by services based on a
chain of distributed blocks (Blockchain) and its func-
tion is to evaluate and approve each service call of
the Edge nodes that need to be modified before it
comes into effect. By means of smart contracts [40],
the ledger tier regulates the architecture’s functional
components, i.e.: automation and analysis.

– Cloud tier: consists of Cloud Servers (CSs) that host
the software responsible for planning, monitoring and
managing the resources of the company. In resume,
the Cloud tier deals with the logical execution of the
functional components of the architecture.

The FAR-Edge reference architecture is notable for having
implemented Edge Computing while guaranteeing information
security through blockchain. By including automation and anal-
ysis through smart contracts, this reference architecture can be
used as a reference for automation use cases, analysis and digital
simulation in industrial environments [44].

3.1.2. Application scenario: Production plant
The implementation of the architecture in a production plant

is one of the use cases proposed by the developers of the FAR-
EDGE project. In this factory, the finished products are stacked
on pallets that are transported by a single belt to a warehouse.
Although each pallet contains only products of the same type, the
belt transports different pallets that come from parallel assembly
lines, therefore, the sequence of the products in the conveyor
cannot be predicted. Once in the warehouse, pallets are sent to
several docks for distribution, temporary storage or discarded
as a defective product. The logic model must take into account
the product type, its configuration, capacity and status. Currently,
the PLC system coincides with the exit bay and its functions are
to: dispatch the products; assign an ID to the product and to
the pallet and takes into account the corresponding production
line. The implementation of the FAR-Edge RA allows through its
Ledger services the decentralised configuration and orchestration
to synchronise the digital model of the plant with the real world.
The Ledger level is in charge of granting permission for: the
addition of new bays; the disconnection of existing bays at any
time; the request of new products when the processed ones
exceed the incoming flow. Blockchain is used in FAR-EDGE to im-
plement Ledger services, avoiding possible breaches or scalability
bottlenecks [44].

3.2. INTEL-SAP RA

INTEL and SAP have developed an Edge Computing RA. The
main objective of this architecture is to allow for the fast and
scalable development of IoT projects. Fig. 2 shows the functional
blocks used by this RA. Below is a summary of those blocks
(Intel-SAP joint reference architecture) [19]:

• Edge Endpoint: The IoT-Edge modules of the architecture
receive messages sent by authorised devices and send mes-
sages from the gateway to the server in the Cloud. The
INTEL-SAP RA uses persistence and streaming analysis ser-
vices for local storage of data generated by sensors or IoT
devices. It performs the analysis of IoT data flows in search
of exceptions and patterns that allow for the creation of
events or alerts according to the type of use case.
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Fig. 2. INTEL-SAP RA. Based on work of [19].

• Edge Gateway: In this architecture its gateway is authenti-
cated through the device certificate and establishes a data
path to the Cloud Computing provider. Here, the incorpo-
ration of the device to establish the control and data path
flows is completed. The device turns on and it communi-
cates with an agent in the Intel Cloud. This agent provides
the IP address and redirects the device to the SAP Cloud
Trust Center. The applications in the gateway are fed with
the data coming from the connected sensors and these are
sent through protocols supported by the architecture.

• Cloud: In this block, the SAP Cloud Trust Center is responsi-
ble for verifying the Intel EPID signature and ownership of
the device and then registering it. It generates a certificate
of authenticity and keeps the list of authorised devices up
to date. The connectivity path between the device and the
Cloud is established. The generated certificates are sent for
the configuration of publications–subscriptions at the gate-
way. Once the data has been sent to the Cloud services,
it is distributed to different applications for its processing
and it can be sent to back-end applications for use in other
organisational processes.

According to its creators, this reference architecture groups
together: the performance of the Intel IoT platform, the capa-
bilities of SAP Leonardo IoT and SAP Cloud Platform to securely
incorporate and manage a device network, collect and manage
machine data and perform analysis [19].

3.2.1. Application scenario: Connected assets and logistics
Connected assets and the logistics use case demonstrate the

value of applying portions of the joint reference architecture to a
real-world example. This use case illustrates the simplified view
of the combined physical and digital world linked to business
processes. Although this use case focuses on an IoT deployment
of connected assets in a discrete manufacturing environment,
the joint reference architecture can be applied to other sectors,
such as retail, industry, energy, bio-tech, pharmacy, chemistry,
or electronics, where data from physical machinery or devices
is generated and can be combined with business data, such as
inventory, production, and maintenance scheduling, in order to
create insights that lead to better business decisions. In this
use case, the company given as example, is a leading manufac-
turer of innovative protective packaging materials and systems
for medium-to-large manufacturers and distributors. Rather than
selling machines, the company provides them under a consign-
ment model [19]. The company is launching a new smart model

that provides data streams that allow for inventory replenish-
ment, management, condition monitoring, and performance op-
timisation. Collecting and monitoring these data streams across
all of the deployed machines will allow the company to:

• Decrease replenishment costs for consumables.
• Optimise service routing and scheduling based on actual

usage patterns and analytics.
• Improve machine up-time and decrease machine downtime

alerts through remote condition monitoring.
• Improve overall customer satisfaction.

For other industries, a similar solution might require a selec-
tion of modular components from the joint reference architec-
ture, different to those described in this specific use case.

3.3. Edge Computing RA 2.0

In 2016 The Edge Computing Consortium (ECC) was created by
several organisations: Huawei, the Shenyang Institute of Automa-
tion (SIA) of the Chinese Academy of Science, Intel, ARM, iSoft-
Stone and China Academy of Information and Communications
Technology (CAICT). On the other hand, the Chinese Academy of
Telecommunications Research (CATR) together with the Ministry
of Industry and Information Technology (MIIT) formed the Indus-
trial Internet Alliance (IIA) in 2016 with the aim of boosting the
development of industrial Internet in China [20].

The Edge Computing Reference Architecture (EC-RA) 2.0 was
proposed from the joint work between the ECC and the AII and it
is based on a horizontal layers model with open interfaces. How-
ever, vertically this architecture uses the following services: man-
agement, data life-cycle and security, with the aim of providing
intelligent services throughout the life cycle. The development
of this architecture was based on international standards such
as ISO/IEC/IEEE 42010:2011 and it presents Edge solutions and
frameworks to industries. Fig. 3 presents a horizontal perspective
of the architecture with the following layers [20]:

• Smart Services: this layer is based on a model-driven service
framework. Intelligent coordination between service devel-
opment and deployment is achieved through the Develop-
ment service framework and the Deployment and operation
service framework. These frameworks enable coherent soft-
ware interface development and automatic implementation
and operations.
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Fig. 3. Edge RA 2.0 (Edge Consortium). Based on work of Edge Computing Consortium, Alliance of Industrial Internet [20].

• Service Fabric (SF): defines the tasks, technological processes,
path plans, and control parameters of the processing and
assembly phases, implementing fast deployment of service
policies and fast processing of multiple types of products.

• Connectivity and Computing Fabric (CCF): the Operation, In-
formation and Communications Technology (OICT) infras-
tructure is responsible for deploying operations and coor-
dinating between the computational resource services and
the needs of the organisation.

• Edge Computing Node (ECN): in this layer the intelligent
Edge Computing Nodes (ECNs) have real time processing
and response capacities, are compatible with diverse hetero-
geneous connections and the security is integrated into the
hardware and software.

The architecture was developed on the basis of the inter-
national standards defined by ISO/IEC/IEEE 42010:2011, which
strengthens its use as a reference for the development of indus-
trial solutions with Edge Computing.

3.3.1. Application scenario: Smart water
The Edge Computing Consortium proposed a Smart Water

use case. In this case, a water supply system represents a key
urban infrastructure since its correct functioning is essential for
the construction of safe smart cities. Based on Edge Comput-
ing platforms, the smart water solution uses advanced sensing,
networking, computing, control, and intelligence technologies to
monitor equipment such as secondary water supply facilities. The
urban water supply equipment, information system, and service
processes are integrated to support the large-scale exchange of a
vast amount of data between multiple systems. This enables full
process control, automatic fault diagnosis and predictive mainte-
nance, reducing energy consumption and ensuring water security.
The core contributions of Edge Computing to the smart water
solution [20] include:

• Smart gateways collaborate with Cloud-based platforms to
receive data analysis models, so that they can analyse data
and respond in real time to requests based on company
policies.

• Edge devices are deployed in a distributed way and their
number can be expanded on demand.

• The solution supports life-cycle management of multiple
apps for the flexible addition of new services.

• Hardware platforms have an industry-grade design and mul-
tiple interfaces that comply with various protocols.

3.4. Industrial Internet Consortium RA

The Industrial Internet Consortium and the Edge Comput-
ing Consortium have developed their reference architecture us-
ing the ISO/IEC/IEEE 42010:2011. This standard is the principal
guide to identifying conventions, principles and best practices for
consistent Internet of Things architectures or frameworks. The
ISO/IEC/IEEE 42010:2011 facilitates the development of evalua-
tion, communication, documentation and systematic or effective
resolution in a reference architecture [21]. Fig. 4 presents the
Industrial Internet Consortium Reference Architecture (IIC-RA)
and its three principal tiers: Edge, Platform and Enterprise. Those
are described as follows [21]:

• The Edge layer collects data from the Edge nodes through
a proximity network. The main architectural features of
this layer include: breadth of distribution, location, scope of
governance and nature of the proximity network. Each of
the characteristics will change according to the use case.

• The Platform layer, is responsible for processing and sending
control commands from the third layer (enterprise) to the
Edge layer. Its function is to group the processes and analyse
the data flows from the Edge layer and the upper layers.
It manages the active devices in the Edge layer for data
consultation and analysis through domain services.

• The Enterprise layer is located in the cloud and runs spe-
cific applications such as: decision support systems [50],
end-user interfaces, and operations management. This layer
generates control commands to be sent to the platform and
Edge layers and also receives data flows from those layers.

3.4.1. Application scenario: Electric Submersible Pumps (ESP)
The Industrial Internet Consortium suggests as a use case a

scenario aimed at predicting equipment failures and scheduling
proactive response in Electric Submersible Pumps (ESPs). In this
scenario, the machine learning models used to predict Electric
Submersible Pump (ESP) failures, require data from multiple off-
shore platforms. The analytic models are complex and a large
amount of data is needed to train and re-train the models. They
also require that regular data feeds from operating ESPs deter-
mine each unit remaining useful life. The data from individual
ESPs need to be analysed regularly, but information decay is
much slower than in the other scenarios and decisions that can
be taken daily or weekly. Computation is typically performed at
the enterprise level using a public or private Cloud and it is at
the top end of the Edge continuum. The Edge can be anywhere
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Fig. 4. Industrial Internet Consortium RA. Based on the work of Tseng et al. [21].

Table 3
Comparison of the main characteristics of the four RAs and of the one proposed
in this work. The check-mark (�) means advantages and x-mark (✗) means
weaknesses.
Characteristics FAR-Edge INTEL-SAP ECC IIC Global Edge

Connectivity and
communication

� � � � �

Device Management � � � � �
Data collection, analysis
and performance

� � � � �

Scalability � � � � �
Standards ✗ ✗ � � �
Security � � � � �
Data Encryption ✗ ✗ ✗ ✗ �
Blockchain � ✗ ✗ ✗ �
Royalties or fees ✗ ✗ ✗ ✗ �
Open Source � ✗ ✗ ✗ �

along the time-value graph. It is where sensor data is used to
achieve a specific key objective or to address a specific business
problem [21].

3.5. Final remarks

The four reference architectures described in this section are
based on a three-layer model for Edge Computing, which does
not replace Cloud services, but integrates them into the final level
of the architecture. In cases where the volume of data is high,
the Edge nodes of these RAs are the first to process, control and
reduce the volume of data transferred to services running in the
Cloud. Thus, the Edge nodes reduce storage requirements, reduce
latency and provide response in real time. Table 3 summarises the
main characteristics of those reference architectures and com-
pares them with those of the Global Edge Computing Architecture
proposed in this work.

These RAs focus on Cloud and Edge Computing for industrial
environments with the following expected outcomes: increased
use of data, decentralised control, improved automation and pro-
cess security. Although all of them offer numerous advantages
to applications and environments in which large volumes of
data are collected and processed, only FAR-Edge RA includes an
intermediate layer called Ledger, based on the concept of smart
contracts, which does not represent physical components and
even the entities it contains are abstract. Services of this layer are
transaction-oriented, where requests to modify or make changes

in a shared state of the system must be evaluated and approved
by peer nodes before their execution. These ledger services con-
sist of codes that are executed simultaneously on all active nodes
at the time a service is requested [44].

4. Global Edge Computing Architecture: a reference architec-
ture

This section presents the new Global Edge Computing Archi-
tecture, which includes a level of security that starts at the base
layer by encrypting sensor-generated data which are further pro-
cessed at the Edge layer. Fig. 5 illustrates the proposal. Blockchain
technologies have been leveraged to strengthen the security pro-
vided by the proposed architecture. In 2008 Satoshi Nakamoto
presented the blockchain concept as a mechanism that allows
some actors to perform verified transactions [51]. The vision
of Nakamoto was to provide a ledger with characteristics such
as: distribution, immutability, transparency, security and auditabil-
ity [51]. In addition, other authors such as Antonopoulos [23]
or Reyna et al. [22] point out that blockchain allows to access
transactions openly and fully through queries and all entities of
the system which can be verified and collated at any time.

The design of the proposed architecture is based on some
components of the previously analysed four main Reference Ar-
chitectures that strengthen the RA and which are described as
follows:

• FAR-Edge: The main component of this architecture is
blockchain which is incorporated into the intermediate
layer; the ledger services evaluate and approve of the ser-
vice request calls made by the Edge nodes in the first layer.
With that frame of reference, the proposed architecture
incorporates blockchain into its first layer to protect data
from the very moment it is generated by the sensors, as
described in Section 4.1.

• INTEL-SAP: The SAP Cloud Trust Center is an important com-
ponent because it verifies device ownership and registers it.
It generates a certificate of authenticity and keeps the list
of authorised devices up to date. The proposed architecture
includes an authentication mechanism in the Cloud that val-
idates the device or user access before they can participate
in the systems and platforms built on the basis of the new
RA.
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Fig. 5. Global Edge Computing Architecture.

• Edge Computing RA 2.0: The Edge Computing Consortium
stresses the importance of using International Standards
such as: ISO/IEC/IEEE 42020:2011 when presenting Edge
solutions and frameworks to industries. Therefore, the pro-
posal is based on the IEC 61499 standard, which proposes
the design of architectures by means of functional blocks
(FBs) defined as the basic structural unit of the models. Each
block is characterised by its inputs, outputs and internal
functions, as is the case of classic block diagrams. The FBs
are not executed until they receive an input signal, so they
remain in a state of rest in order to allow for portability and
reuse of functional blocks, which behave as a completely
independent unit from the rest [52]. Other authors have
used blockchain technologies for Edge Computing, such as
Stanciu [53], who proposed a blockchain-based distributed
control system for Edge Computing, based on the IEC 61499
standard. He proposed the use of blockchain technologies in
the last tier with Cloud services as a supervision strategy.

• IIC: FAR-Edge RA is based on this architecture. Authors of
the present paper consider the enterprise layer an important
element in which specific processes and applications in the
Cloud (private or public) are executed, such as: decision
support systems, operation management, big data analytics,
model training, predictions and business analytics.

Fig. 5 depicts the proposed Global Edge Computing Architecture.
It consists of three different layers which are described in depth
in the following sections.

4.1. IoT layer

It is the first layer of the architecture and it is formed by
the devices or physical objects that monitor services, activities
or equipment in operation. Sensors, actuators, controllers and

gateways for IoT environments, are included in this layer allowing
for the management and storage of computational resources in
IoT devices. In IoT environments, a wireless standard is normally
applied, such as Wi-Fi, BLE, ZigBee, LoRa or SigFox [54]. The
principal concepts of those standards are as follows:

• Wi-Fi: intended for wireless communication in local areas.
It uses spectral bands of 5 GHz and 2.4 GHz. Due to this
limited range it is mostly used in closed spaces, providing
Internet connectivity through nodes known as wireless net-
work access points. Access points typically operate within a
maximum range of 1 km. The main disadvantages of this
technology are high energy consumption and the security
risks associated with free WiFi connectivity. Another prob-
lem in the communication process is the frequency with
which WiFi is used and its sensitivity to interference [55].

• BLE: Bluetooth Low Energy (BLE) is an enhanced version
of the original Bluetooth Version 4.0, designed to manage
large-scale devices with low latency and efficient power
consumption, but only for short-range wireless applications.
Similarly, Classic Bluetooth technology BLE operates in the
ISM band from 2.4 GHz to 2.4835 GHz. [56].

• ZigBee: In 2005 the ZigBee Alliance introduced ZigBee as a
technology based on the IEEE 802.15.4 standard for compa-
nies requiring low latency and low consumption communi-
cation. It is adaptable to other standard protocols and uses
direct address assignment, so that each node knows where
the packet should be sent. Currently, ZigBee is widely used
in energy demand and load management scenarios [57] [15].

• LoRa: The LoRa Alliance introduced LoRa technology in 2015,
it is based on a Chirp Spread Spectrum (CSS) physical layer
in which each symbol is encoded with a longer bit sequence.
In the LoRa network topology each final device communi-
cates in a single hop with one or more of the LoRa gateways
and these in turn with a central node called LoRa NetServer
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Fig. 6. Encrypted data.

that functions as a server. When LoRa is used, an end device
is never directly associated with the Gateway but with the
NetServer, so all the complexity is transferred to the central
node [58].

• SigFox: It is a network of low-power extended areas for
Machine to Machine (M2M) applications such as security,
healthcare and points of sale. SigFox’s main objective is to
use the UNB (Ultra Narrow Band) technology to connect
remote devices that require the transfer of small amounts of
data in low bandwidth and with efficient energy consump-
tion. SigFox complies with M2M requirements for complex
interface operations with low power requirements [55].

Blockchain is another key element of this layer. Samaniego and
Deters [59] suggest that blockchain-based permissions are hosted
in the Cloud to ensure their distribution and persistence in data
storage. To guarantee the integrity and validity of the data in this
layer, a basic blockchain scheme is used with hash values and the
SHA-256 and RSA algorithm. SHA-224 and SHA-256 use the same
sequence of sixty-four constant 32-bit words [60]:

K 256
0 , K 256

1 , . . . , K 256
63 (1)

In the case of SHA-256, the initial hash value, h(0) is formed
by:

h(0)
= 6a09e667

h(1)
= bb67ae85

· · ·

h(7)
= 5be0cd19

Hash functions are used when it is necessary to compress
heterogeneous data (variable lengths or e-bits) and to which the
hash value name h is assigned [61]. The SHA-256 can be applied
to compress data in a message and obtain a message digest in
a block [60,62]. Likewise, the RSA algorithm has been developed
for public key encryption in 1970 by Ron Rivest, Adi Shamir and
Len Adleman [63]. Stallings et al. [64] describe the algorithm and
mention that it is based on a public key PU and a private key
R. These keys consist of two prime numbers, PU = e, n and
K = d, n. To encrypt a message M a cipher C is calculated using
C = Me mod n. The message can later be retrieved using the
private key M = Cd mod n.

Fig. 6 illustrates the process of protecting sensor data through
the use of SHA-256 and RSA, ensuring their legitimacy, reliability
and distributed identity with authentication and authorisation
mechanisms [22]. In the proposed architecture, the IoT node or
device is assigned a public key. The SHA-256 is applied to the
generated data to create a hash that is stored in the blockchain.
Moreover, the RSA algorithm encrypts the data and sends it to
an Edge node as a JSON object. The Edge node is going to use a

Fig. 7. Crypto-IoT board.

private key to decrypt them. At this point in the procedure the
Edge node can apply a SHA-256 that is going to create a hash. If
there are doubts or indications of attacks or malicious data, the
hash generated by the Edge node can be compared to that stored
in the blockchain. If the hashes are equal the data is correct.

The concept of oracles is included in this layer. Oracles are
agents that work as brokers between the blockchain and the data
coming from the real world. Oracles verify data and send them
to the blockchain, where they can be used in Smart Contracts.
The role of the oracles is to provide external data securely and
in compliance with the predefined conditions established in the
Smart Contracts, unlocking the values and executing the events in
the blockchain. The values or data sets can be of any type, such as:
temperature, price fluctuations, humidity, vibrations, payments
records, etc. [65].

The IoT oracles (that is, I/O sensor or actuator ports) and the
blockchain interact with each other in the Global Edge Computing
Architecture thanks to the Crypto-IoT boards shown in Fig. 7, they
have been designed and mounted by the BISITE Research Group
of the University of Salamanca. These devices are designed as
generic gateways intended for building applications and systems
based on the blockchained IoT paradigm. The strong point of
these data-agnostic devices is that they ensure the security and
reliability of the data they obtain from the environment and
transfer it to the upper layers of the developed architecture, with
which they are totally agnostic.

The features of the Crypto-IoT devices are important for the
overall functioning of the Global Edge Computing Architecture,
these include:

• ATSHA204A encryption chip with SHA-256 technology.
• XBee for the integration of different telecommunication

modules (ZigBee, Wi-Fi, Bluetooth, LoRa, FM Radio, RPMA).
• A USB communication module acting in host mode which

allows for the connection of micro-servers such as Raspberry
Pi and neural processing modules.

• All kinds of I2C sensors in a plug-and-play way.

4.2. Edge layer

This layer is located near the Edge endpoint nodes allowing
for the correct orchestration of the different technological assets
in the organisation, contributing to a significant improvement
in the supply, monitoring and updating of existing resources.
The technological support on which this layer is based includes
the management of critical business activities. These activities
include the management of physical resources (sensors, actuators
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and controllers) or the study and analysis of large volumes of data
in real time.

This layer is central to the Global Edge Computing Architec-
ture, because it is responsible for the filtering and pre-processing
of the data that is obtained from the IoT layer and is transferred to
the layers in the Cloud (known as the Business solution layer in the
proposed Global Edge Computing Architecture). It maintains the
integrity of all the data obtained from the IoT layer, thanks to the
blockchain implemented in the lowest layer of the architecture.
The data collected by the sensors deployed in the IoT nodes, usu-
ally ruled by micro-controllers with reduced computational and
storage resources, are filtered and pre-processed in computing
elements within the Edge layer.

These elements can be low-cost solutions such as micro com-
puters based on educational architectures like Raspberry Pi [66]
or open architectures like Orange Pi which are based on Rasp-
berry Pi. These devices have a cost of a few tens of US dollars
and provide Linux architectures of 32 to 64 bit, with between
256 MB and 1 GB of RAM, microprocessors of between 1 to
4 cores and clock frequencies at around 1 GHz, allowing for
the use of SD cards with several GB of storage. That is, they
allow to process a much greater amount of information than the
micro-controllers that are habitually used in IoT devices, aimed
at minimising energy consumption and executing simple reading
logic and control programs on general purpose input and output
ports (GPIO), serial ports (UART, SPI) or communication buses
between integrated circuits (I2C).

Although this kind of devices also come with I/O ports that
allow to connect them with sensors and actuators, making pos-
sible the implementation of the Edge and IoT layers within a
single device. The general approach is to use them to coordinate
a network of cheaper IoT devices, where they act as hub elements
or data collectors throughout the IoT and up to the Edge. These
devices are sometimes located beyond the reach of power supply
networks and must therefore be powered by batteries and solar
panels.

The proposed architecture is open to Edge devices running
new IoT layers from different providers, including Amazon Web
Services IoT Greengrass, Microsoft’s Azure IoT Edge or Google’s
Cloud IoT Edge [67]. These layers make it possible to apply Ma-
chine Learning techniques in the Edge, for instance by means of
TensorFlowLite libraries [66] in Raspberry Pi or similar devices,
thus facilitating the performance of Data Analytics in the Edge,
saving the amount of data sent to the Cloud, reducing its asso-
ciated costs, as well as offering valuable data to users even if
communication with the Internet and the Cloud are temporarily
lost.

4.3. Business solution layer

This layer includes the set of services and business applica-
tions present in the Cloud. Here individual API calls are activated
by executing more complex sets of operations that involve the use
of interactive interfaces and are part of the business applications
ecosystem. Public (hosting data on commercial servers) or private
(corporate data centre) Cloud services can be used at this level.
The main components of this layer include:

• Analytics: the use of case based reasoning, artificial intelli-
gence techniques and machine learning algorithms allows
for greater flexibility in the data analysis and visualisa-
tion capabilities required by different business units and
operating teams.

• Cloud management: a storage and administration service
allows for physical or virtual segregation of the stored data
according to the tenant being able to track the use of the

service by the tenant. The use of the service by several ten-
ants is an integral feature even in private cloud management
services. In this context the tenants will be the different
departments or working groups of a public or private or-
ganisation. Scalability is another distinguishing feature of
the Global Edge Computing Architecture and from a storage
standpoint, it is often derived from technologies that lever-
age large groups of consumer hardware components that
can be easily and economically expanded as the demand for
infrastructure and storage resources grows.

• Authentication: there are two ways in which the Global Edge
Computing Architecture addresses authentication, authori-
sation and distributed transaction:

– In a typical Smart City context, the Cloud-Edge is pub-
lic and many different entities may participate in it.
The central authorisation entity (Authentication) in the
cloud establishes a smart contract with each new IoT
element to allow it to transfer or extract informa-
tion from the blockchain and determine the conditions
under which the process is going to be carried out.

– When the Cloud-Edge is a private environment it uses
a permissioned blockchain. The initial node that has
created the blockchain (the central authorisation entity
in the cloud) establishes the rules in the first block, in
this way, only the administrator nodes can assign new
nodes the role of an administrator. Only these nodes
can provide access to new IoT nodes, moreover they
are in charge of transferring or extracting traffic from
the blockchain. By means of a consensus algorithm, the
acceptance process is executed between the admin-
istrator nodes and the devices. This implementation
applies to case studies such as Industry 4.0 [68] as
demonstrated in the agroindustry case study described
in Section 5.

• Knowledge base: a social machine could be developed using
virtual organisation of agents and support decision sys-
tems based on sensors data [69]. This component will be
complemented by cloud-based orchestration that will en-
able the provisioning, monitoring and updating of connected
technological resources.

• APIs: it is a set of applications (with standard methods, such
as HTTP RESTful, XML and SOAP calls [70]) through which
cloud services can be called. Thanks to these applications,
services can be made available through a standard web
browser or other HTTP client application.

5. Use case: Implementation in a real scenario of an agroin-
dustry platform based on the new architecture

The new industry oriented Edge Computing architecture has
been tested with the developed agroindustry platform designed
to monitor and optimise the management of agricultural and
livestock farms. The main objectives of the use case is to max-
imise the platform’s benefits, minimise its expenses and save
time and money through efficient management of a mixed dairy
farm in Castile and León, Spain. Once the platform has been
implemented, it was possible to locate and identify the available
resources in this agroindustry scenario. As a result, the resources
have been used more efficiently. It has been possible to locate
the animals and monitor their health conditions in real time. The
application of Data Analytics and Machine Learning techniques
has facilitated the diagnosis because it allowed to associate the
obtained parameters with specific diseases.

The proposed Edge architecture has been designed to manage
at the Edge the information received from the installed sensor
network. It provides the platform with the following features:
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Fig. 8. The Agroindustry platform based on the new Global Edge Computing
Architecture.

• The new architecture has a high availability environment
that provides users with real-time information by means
of the Business Solution layer, which the users can access
remotely.

• New sensors can be incorporated into the open sensor plat-
form through the architecture’s IoT and Edge layers.

• Both the Edge and the Business Solution layers include Arti-
ficial Intelligence techniques such as Case Based Reasoning
algorithms for the detection of anomalous patterns in the
behaviour of the livestock.

5.1. Requirements and layer specifications

Each layer has a different role designed to meet the initial
mixed farming requirements (see Fig. 8):

• IoT Layer: consists of a set of heterogeneous IoT networks
[70] which are used for sensitisation and performance mon-
itoring. This layer facilitates the interaction between all the
systems and the environment. It includes all the sensors
needed for the collection of contextual information related
to dairy cows, barn conditions and the crops used to feed
the livestock.

• Edge Layer: a management, planning and monitoring plat-
form that collects and pre-processes the information at the
Edge for further processing in the Cloud. Special collecting
nodes with crypto IoT chips are used to establish a dis-
tributed ledger and implement blockchain. Moreover, this
layer performs the first pre Data Analytics filtering to reduce
transmission costs when data are sent to the upper Cloud
layers.

• Business Solution Layer: The architecture’s Business Solution
Layer contains a Cloud Computing platform whose virtual
agent organisation develops a social machine [71]. This so-
cial machine provides support in decision making on the
basis of the parameters collected by the sensor network. The
platform provides data visualisation methods and an alert
management system according to the monitoring of all the
heterogeneous IoT sensor networks.

The platform is based on the new Global Edge Computing
Architecture, the proposed approach is versatile and simple to

manage. A set of sensors deployed on the farm measure pa-
rameters related to the livestock and the crops. The architecture
visualises in real time the values collected by those sensors,
contributing in this way to effective decision making. We under-
score that the developed platform is open and inter-operable, key
features that make it possible to add other technologies to it at a
later stage for the purpose of improving its performance, accuracy
and data flow.

5.2. Iot layer

There are three heterogeneous IoT sensor networks in this
scenario which monitor different elements of the environment:

• Crops: the platform includes several sensors that monitor
the ambient conditions of the crops used as feed for the live-
stock (independently of the type of crop: corn, alfalfa and
rye). Their measurements allow to take optimal irrigation
decisions:

– Thermometer (measures air temperature).
– Hygrometer (measures the relative humidity of the

air).
– Pluviometer (measures rainfall and artificial irrigation).
– Anemometer (measures wind speed and direction).
– Soil thermometer (measures ground temperature).
– Soil moisture sensor (measures ground humidity).
– Solar radiation sensor (used to estimate evapotranspi-

ration levels).

• Barn sensors: This group includes all the sensors that are
used in the buildings where dairy cows live:

– Thermometer (measures air temperature).
– Hygrometer (measures the relative humidity of the air

and estimates temperature–humidity index, related to
dairy cows stress [72]).

– Gas sensors (detect hazardous levels of gas in the
air): Hydrogen sulphide, Carbon dioxide, Ammonia and
Formaldehyde.

• Dairy cow sensor: This set includes all the bio-metric sen-
sors responsible for taking measurements of parameters
directly related to the cowsâô bodies, detecting possible
fevers, stress and other problems or illnesses.

– Body temperature.
– Heart rate.
– Breathing rate.
– Gyroscopes that measure the inclination of the ani-

mal’s head, allow to find out if the cow is resting,
eating or ruminating.

To connect the wireless devices listed in this scenario (sensors
and IoT gateways), the ZigBee communication standard [54] has
been used. IoT gateways gather information sent by the sensor
nodes and forward it to the micro computers that form the Edge
layer. These micro computers filter, pre-process and transfer this
information through the Internet (using cellular networks or DSL)
to the Business Solution layer.

Fig. 9 shows the plan of the area in Castile and León (Spain),
chosen for the implementation of the system. This Figure shows
the location of the barns and the offices, where the following
nodes have been deployed:

• Node 0: IoT gateway placed in the office building. It col-
lects data coming from the sensor nodes in both barns as
well as the closest agrometeorological stations. This gateway
transfers data to the Cloud using an Ethernet/DSL Internet
connection.
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Fig. 9. Deployment of the IoT sensor and Edge nodes in the barns and the IoT
agrometeorological stations in the associated crops.

• Node 1: sensor node in barn #1.
• Node 2: sensor node in barn #2.

In the case study crops there are also two complete agromete-
orological base stations (nodes 100 and 200). The rest of the nodes
are agrometeorological satellite stations (i.e., non-base stations
with fewer sensors) that measure only precipitation–irrigation
and soil moisture and are placed at shorter distances from each
other than the base stations.

Fig. 10 shows a functional design scheme that illustrates the
location of the wireless sensor nodes in every barn (top) as well as
their physical appearance in the laboratory before they had been
installed in the real scenario (bottom). In addition to the power
supply module, the following analog sensors are incorporated,
which are digitised thanks to an analog–digital converter module
with four input channels and passing digital information to the
micro-controller through I2C hardware protocol [73].

• MQ-4: CH4: methane
• MQ-136: H2S: hydrogen sulphide
• MQ-137: NH3: ammonia
• MQ-138: CH2O/H-CHO/formaldehyde

Moreover, a SHT20 temperature probe collects and digitises tem-
perature and humidity values, by combining these values we ob-
tain the temperature–humidity index; high values are indicative
of stress in dairy cows [72].

There are two types of agrometeorological IoT stations for crop
monitoring: complete base stations and satellite stations. Com-
plete base stations are capable of measuring all the parameters on
the field because they incorporate all the required sensors. Satel-
lite stations (i.e., non-base stations) have reduced capabilities and
only incorporate the sensors that are used to measure precipita-
tion/irrigation and soil moisture. This is because these physical
quantities vary over short distances. The measurements collected
by satellite stations are sent to the base stations using ZigBee
transmission, which in turn forward them to the Edge layer at
the main offices. Thus, the complete base stations include:

Fig. 10. Functional blocks of the sensor nodes (top) and physical aspect in
laboratory before installation in barns (bottom).

• Solar panel.
• Battery for energy storage.
• Power supplied by the panel and battery.
• Battery level sensor.
• The previously described crop sensors.

– Thermometer (not present at satellite stations).
– Hygrometer (not present at satellite stations).
– Pluviometer (measures both rainfall and artificial irri-

gation).
– Anemometer (not present at satellite stations).
– Soil thermometer (measures ground temperature).
– Soil moisture (measures ground humidity).
– Solar radiation (not present at satellite stations).

• General purpose micro-controller.
• IoT Crypto chip for blockchain features.
• ZigBee module for data collection from satellite stations and

forward to Edge Layer in main offices.

Fig. 11 shows the functional block diagram of a complete
agrometeorological base station (left-hand side), as well as the
physical aspect of a satellite station in the real alfalfa crop mon-
itoring scenario (right-hand side). Finally, there are IoT devices
for the monitoring of bio-metric indicators in livestock. The sen-
sors for measuring parameters related to dairy cows include the
following elements:

• 5 V Battery charge.
• Microprocessor for obtaining, processing and sending infor-

mation.
• Wi-Fi for the transmission of information to the Edge.
• Sensors: temperature, respiration, heart rate and accelerom-

eters.
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Fig. 11. Functional design diagram of the complete agrometeorological base station (left-hand side) and the physical aspect of an agrometeorological satellite station
(non-base) in a real alfalfa crop monitoring scenario (right-hand side).

5.3. Edge layer

Fig. 12 depicts the functional design of the IoT gateway in the
Edge layer which has been implemented in the office building lo-
cated between the two barns. The figure shows the layer’s power
supply, the micro-controller module with the ZigBee transceiver,
the IoT crypto chip (belonging to the IoT layer in the Global Edge
Computing Architecture), blockchain features and the Ethernet
connection expansion module for data tunnelling between the
blockchained data and the Edge node which filters and pre-
processes data before forwarding it to the Business Solution layer
via Internet.

The ZigBee gateway at the Edge is capable of incorporating
data collection technologies other than ZigBee, such as LoRa.
Furthermore, it can tunnel information through Wi-Fi or GPRS
instead of Ethernet.

The Edge node that filters and pre-processes the IoT data
before forwarding it to the Business Solution layer in the Cloud,
is formed in this use case by a Raspberry Pi 3 Model B with the
following computing, storage and communication characteristics:

• CPU: Broadcom BCM2837 SoC (ARMv8-A 64/32-bit instruc-
tion set), with 4 cores Cortex-A53 at 1.2 GHz.

• RAM: 1 GB (shared with GPU).
• Storage: 16 GB microSD card (10 MB/s).
• I/O: 4 USB (via on-board 5-port USB hub), 17 GPIO plus some

specific functions such as I2C, UART and SPI.
• Networking: 10/100 Mb/s Ethernet, 802.11b/g/n single

band 2.4 GHz wireless and Bluetooth 4.1 BLE.

The Raspberry Pi is used as an Edge node, it filters and pre-
processes data by means of TensorFlowLite libraries [66] over a
Node.js based server that gathers data coming from IoT sensors.
The node eliminates noise and serves summarised information
through a Web interface and forwards value-added data to the
Business solution layer in the Cloud.

5.4. Business solution layer

Finally, one of the most important components of the use case
is the online platform that runs on the remote virtual server in
the Business solution layer. This online platform is accessed by
users. Fig. 13 shows a screenshot of this application accessed
from a web browser and the monitored bio-metric values in a
sample dairy cow. The interface in the figure displays two graphs
that provide location and health information of a specific cattle

Fig. 12. Functional design of the IoT data collection gateway at the Edge layer.

selected by the user. The graph in the upper part of the interface
shows an index that represents the activity level of the cattle over
a period of time, it is calculated on the basis of its movements
which are recorded by the accelerometers deployed on its collar.
The graph in the lower part of the interface indicates the cattle’s
temperature, heart rate and breathing rhythm over time, also
coming from the sensors attached to the cattle’s collar.

5.5. Experiments and results

To evaluate the Global Edge Computing Architecture which
has been implemented in the use case platform, two one-month
tests were carried out in separate time periods. The first test was
used as a baseline period while the second one was used to verify
the possibility of optimising the performance of the same system
through the addition of the Edge layer. The Edge layer aims to
facilitate the transfer of a larger amount of data between the
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Fig. 13. Screenshot of the dairy cow monitoring application over the agroindustry platform running on the Business Solution layer.

sensors and the Cloud. The two test were subjected to exactly the
same conditions. The importance of verifying the feasibility of the
Edge layer lies in the fact that data transfer represents a large part
of the total cost of system and application use in the Cloud. In
the first test we measured the amount of data transferred in the
old version of the system between the IoT sensors and the Cloud.
This version did not benefit from the advantages provided by the
Edge layer of the new reference architecture. In the second test,
the same experiment was performed to evaluate the new version
of the monitoring system which included the new Edge layer.
Therefore, in the second test data transmission was measured in
two stages: from the IoT sensors to the Edge layer, and from the
Edge layer to the Cloud.

The system deployed in the first test was a prior version,
it did not include the new Crypto-IoT devices, Edge elements
based on the Raspberry Pi 3 Model B and TensorFlowLite or
blockchain. Thus, in the first test, the collecting nodes gathered
the data through ZigBee and Wi-Fi and forwarded them directly
to the application in the Cloud without filtering, pre-processing,
or encrypting them.

In the second test, both the Crypto-IoT devices and the new
Edge elements based on Raspberry Pi 3 Model B and Tensor-
FlowLite were incorporated.

In both phases, the same number of IoT nodes have been used:

• 1 Wi-Fi router gathering data from

– 15 collars for livestock sensitisation (temperature,
pulse, respiration and accelerometers).

∗ Every 5 min, the collar sends four values, one for
each of the parameters it measures.

• 1 ZigBee collector gathering data from

– 2 IoT nodes (temperature, humidity and four types of
gases) in the two barns.

∗ Every node sends each of its values every 10 min.

– 12 agrometeorological stations:

∗ 2 base stations: rain gauge, soil moisture, soil
temperature, air temperature, air humidity, solar
radiation, direction and wind speed.

∗ 10 satellite stations: rain gauge, soil moisture, soil
temperature.

∗ Every station sends each of its values every 15
min.

Table 4
Data transmitted between the different Edge and Cloud components in the two
tests.
Stage Stage 1 (non Edge) Stage 2 (Edge based)

IoT devices ↔ Edge
nodes (free)

0.0 MB/month 98.2 MB/month

IoT devices ↔ Cloud 124.6 MB/month 0.0 MB/month
Edge nodes ↔ Cloud 0.0 MB/month 76.2 MB/month

Specifically, we measured the amount of data sent to the
application layer in the Cloud, this layer was deployed in the
Google Cloud platform using the App Engine as PaaS (Platform
as a Service), Google Functions as Faas (Functions as a Service),
Cloud SQL as MySQL relational database and BigQuery as the
NoSQL database for the analysis of data in the Cloud, obtaining
the following transmission measurements for the two tests, as
represented in Table 4.

The data in the table demonstrates that the new reference ar-
chitecture allows to build platforms in which the amount of total
data transferred to the Cloud (in a system with the same condi-
tions of use and sensitisation) was reduced by 38.84%. This reduc-
tion could be greater in other applications and systems that allow
for a more beneficial use of Edge filtering and pre-processing.

Logically, in a massive data scenario the reduction in traffic
also implies a reduction in costs associated with the transmis-
sion of data to the Cloud, the execution time of the computing
components, as well as storage, mostly if it is over the free tier
limit in the Cloud provider, due to the fact that redundant data
have already been discarded on the Edge (e.g., retransmissions in
the application layer of the ZigBee protocol stack).

Moreover, at a qualitative level, the implementation of the
new architecture implied a substantial improvement in the se-
curity and integrity of the data. The old version of the system
collected and encrypted data by means of a simple flow-based
encryption algorithm based on a symmetric key of only 32 bit
executed by ATmega 1281 8-bit microcontrollers and 8 kB of
RAM. The encryption of the new schema is more secure thanks
to the transmission of data through blockchain and encryption
algorithms of SHA-256 which are implemented in Crypto-IoT
devices. Furthermore, thanks to the possibility of accessing the
Web server hosted on the Raspberry Pi, the farmer can visualise
information, measurements and statistics from the last 30 days
even if the connection with the Cloud has temporarily been lost
due to limited access to Internet (information is transmitted via
radio because of the lack of DSL or cable access).
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In the first scenario, the IoT sensors send the data directly to
the Cloud, which must bare the entire computational load of the
application. In this case, the Cloud is where erroneous data are
managed, duplicated data are discarded, and where operations
such as averaging, identification of maximum or minimum peaks,
application of other filtering algorithms etc., are performed. This
implies that this kind of deployment requires greater computa-
tional, memory and storage resources in the Cloud, which imply
higher monthly recurring costs, in comparison with a mixed Edge
and Cloud deployment.

The use of an Edge-based distributed computing paradigm
in IoT and Industry 4.0 scenarios, allows to move the computa-
tional load to the nodes in layers that are located closer to the
data collection points. Thanks to the availability of low-cost and
low energy consumption micro-computers in the market (such
as Raspberry Pi or similar), it is possible to move part of the
computational load to industrial facilities where data is being
collected, reducing the traffic of the data sent to the cloud and
saving the monthly recurring costs. In the new scenario, the
platform continues to store the data in the Cloud which ensures
its security and reliability. The difference is that the new Crypto-
IoT modules deployed in the Edge preprocess and cipher the data
before sending it to the Cloud. This does not put the data at risk,
on the contrary, it provides the platform with extra security.

In this regard, security is one of the strongest features of
the new reference architecture, since it provides a perfect pro-
tocol for securing data transfer between all entities, regardless
of whether they are in the Edge or in the Cloud. Thanks to the
implementation of the IoT layer within the proposed reference
architecture, all communications are encrypted. Furthermore, its
innovation in communications lies in the fact that no node in
the network can repudiate the information provided by another
node in it. Given that all the transmissions become part of the
blockchain, the information remains inviolable allowing for the
establishment of smart contracts among the different participat-
ing entities, including suppliers or customers within the industry
value chain.

6. Conclusions

The current growth of industries is the result of the irrup-
tion of new technologies such as sensors, intelligent devices
and objects, tablets, telephones, computers and others. This in
turn has contributed to a surge in the amount and variety of
data, leading companies to adopt technological solutions whose
architectures are more robust, facilitating access to data and visu-
alising data from multiple connected (wireless or wired) systems.
Industries aim to reduce costs, achieve faster access and distribu-
tion times, improve or implement new services and technologies
that meet the standards of quality, reliability, supervision and
security demanded by an increasingly dynamic and competitive
market.

This work has reviewed the most prominent reference archi-
tectures, proposed by influential technology manufacturers. All of
the presented RAs are based on the ISO/IEC/IEEE 2010:2011 and
their focus is the use of Edge Computing as a method of strength-
ening the capabilities of their Cloud-based technology implemen-
tations. This area of research has been significantly driven by
the development and popularisation of trends such as IoT and
machine to machine communication (Machine-Type Communi-
cations or MTC) which promote the generation of data, greater
geographical independence in storage, immediacy in access and
new forms of distribution and presentation.

On the basis of the existing reference architectures, a new
RA has been developed with a modular and tiered design. The
proposed Global Edge Computing Architecture allows to manage

complex solutions aimed at a wide range of IoT environments
such as Smart Cities, Industry 4.0, smart energy, smart farm-
ing or healthcare, among many others. The new architecture
has been evaluated in this respect through its application in an
agroindustry use case conducted in the Community of Castile
and León, Spain. Its results have demonstrated the advantages
of the developed architecture in the following aspects: real-time
analysis of data at the level of local devices and edge nodes and
not in the cloud; lower operating and management costs due to
reduced traffic and data transfer to the cloud; better application
performance, as applications that tolerate latency can reach lower
levels of latency at the edge of the network than in the Cloud;
higher level of security through the incorporation of blockchain
technologies into the IoT and business solution layers of the
architecture.

Data Analytics algorithms based on Machine Learning models
become key elements of applications for Industry 4.0 or smart
farming scenarios where they extract valuable information from
the data obtained from IoT devices. Usually, the learning and
execution of these models implies a high computational cost,
requiring calculation dedicated servers or powerful graphic cards.
For this reason, one of the greatest challenges faced by these
algorithms is the volume of information they must support. One
of the ways of dealing with this problem is the implementation
of Edge Computing technologies which perform information pro-
cessing closer to the devices that generate information. These
small Edge/IoT devices usually have limited capacities and limited
battery life, so it is not reasonable to use their hardware intensely.
It may be difficult to distribute processing efficiently in an Edge
Computing system. In this sense, the proposed reference archi-
tecture provides added value because it considers the automatic
balancing of computational load.

In a future work we are going to develop a new platform
based on the Global Edge Computing Architecture. We are going
to implement it in different scenarios in which the use of IoT data
is massive, including smart cities, intelligent energy management
and healthcare. Moreover, other experiments will be performed
to evaluate not only the amount of data that is transferred to
the Cloud, but also the computation time and the execution
cost of the applications in the Cloud in the different situations:
before incorporating the Edge layer and after implementing it
through platforms based on the proposed reference architecture.
Furthermore, we are going to test in depth the benefits of the
proposed architecture and we are going to perform a comparative
study of the new RA and other existing RAs.
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